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OCb BOHa -
Bawia 3BIT Npo opUriHanbHICTL!

Mw pagi noBigoOMUTY, WO NepeBipKa BaLLIOro JOKyMeHTa
3aBepLueHa, i pe3ynbTaTu BXe roTosi! Hawwi anropytmmn
CTapaHHO NpauroBanu, Wob 3HanmTn 36iry B Hawmx 6asax
AAHWX.

Ha HacTynHMX CTOpiHKax BM 3HangeTe pe3ynbTati
nepesipKun:

Banu

36iru

NMocnnaHHA

Balu OKyMEHT 6Yy/10 MepeBipeHo 3a TakUMW JKepenamMu:

® Easza gaHux iHTepHeT-gKepen
® bEasza faHyX HayKoBUX cTaTel
O Tnanboka nepesipka (Hall BAOCKOHANEHWIA anropuTM)

Plag 3BiT Npo BusBAeHHs LLI



@ 36irn Tekcty 16%
@ NepedpaszyBaHHs 2%
@ LiuToBaHwii TekcT 0%
@ HenpaBuibHe LUTYBaHHS 0%
@ 36iriB He 3HaligeHo 82%

Pusuk nnariaty BUCOKWUM

Pun3unk nnariaty BKasye, K 36iru
TEKCTY PO3MOAiJIeHi MO fOKYMEHTY.
BuLmin pmsnk BUHMKAE, Konu 36irn
3'ABNAIOTLCS 6113bKO OANH A0
OZHOTO, Hanpwukaag, y ToMmy camomy
ab3aui abo posgini.

OuiHKa CXOXOCTi

OLiHKa CXOXOCTi MOKAa3YyeE, CKiNIbKM
cniB abo CMBOJIB Y BaLLOMY
AOKYMEeHTI 36iratoTbCcs 3 TeKcTamMum
IHLLIVX JOKYMEHTIB, BKJIOYA4V
nepedpasoBaHi TekcTn abo
HernpaBWbHI LUTaTW.
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1 CYTHICTb TEXHO/TOTII BLOCKCHAIN TA I EBOHOLLIA
1.1 EBontouis Ta ictopis po3BuUTKy TexHonorii blockchain

TexHonorisa blockchain € ocHoBoto Ansa 6araTbox KPMATOBANKOT, Taknx AK Bitcoin, Litecoin,
Ethereum Ta iHwWi. Lia iHHOBaUiliHa TexHONOriA J03BONSE NepejaBaTy LndpoBi faHi 6e3
MOX/IMBOCTI IXHbOIro NOABOEHHSA UM 3MiHN. KoxeH ¢parmeHT iHpopmauii B Blockchain €
YHiKaNbHMM 610KOM, SIKWUIA 36epira€ gaHi Npo KOHKPeTHY TPpaH3aKLito, BKKYaumM vac, AaTy,
CyMy Ta iHWIi napameTpu. 3a3Bunyaii Li 610K MOXYTb MICTUTW PISHOMAHITHI AaHi, TaKi 9K
AOKYMEHTW, 306paxKeHHs, NoCBifYeHHst 0cobu Ta iHLue. KoxeH KopuncTyBay oTprMye
YHiIKanbHUI LNPPOBUIA KNKOY Ans igeHTudiKauii, a 610ku MicTaTb iHGopMaLito Npo iMeHa
KopmcTyBauiB. KoxeH 610K TaKOX MiCTUTb YHIKaNbHUM KOZ, WO AOMOMarae po3pisH1TU 1oro
BiZ, iHWMX 610KiB, O NOAI6GHO A0 YHiIKaIlbHOro HOMepa CTYAeHTCbKOro KBUTKaA.

Xoua TexHonoriga blockchain 3506yna Wrpoky NONYASPHICTE NMPOTATOM OCTaHHIX AeCATU
poKiB, ii icTOpisi cArae rNnboko B MuHyne. Bxxe y 1991 poui 6yna onybnikoBaHa nepLua
HayKoBa poboTa npo KpuntorpadivyHUin 3aXUCT NaHLuorie 6,10kiB, asTopamu skoi 6ynm C.
Xabep T1a Y. CKoTT. MeToto Ui€l poboTn 6YN0 3HANTW pilLeHHS AN HEMOXINBOCTI
CNOTBOPEHHSA Y/ MOLLUKOAXKEHHSI YacOBMX MO3Ha4YoK. Y 1992 poui Xabep pa3oM 3 koneramu
BMKOPUCTaB CBOI HAaYKOBI JOCNIAKEHHSA A1 3HAYHOIrO NoKpaLLeHH:A epeKTUBHOCTI
TexXHoNorii. BOHM po3pobunu xeLl-AepeBo, WO € CUCTEMOK A1 KOHTPOIKO AAHUX MiX
KOMMN'toTepamm, 3abe3neuytoum yHika/ibHiCTb Ta 4OCTOBIPHICTb 6/10KiB Ta AaHUX MPY O6MiHi
MiX By3namu P2P mepexi.

IcTopisa po3BuTKy TexHonorii blockchain Haniuye 6arato BaxnneBmx MomeHTiB. Y 2008 poui nig,
ncesgoHiMom CaToci HakamoTo 6yna onybnikoBaHa ifes BUkopuctaHHs blockchain gk
OCHOBW A/19 KpMNTOBaNtoTK Bitcoin, Lo peBontoLioHi3yBana CBIT umdpoBux naatexis. Micas
LbOro 6yno 3anpornoHOBaHoO Kinbka iHWKX blockchain-nnatdopm, Wo cnpusino 3pocTaHHIo
iHTepecy go uiel TexHonoril. B 2010 poui Bigbynacb nepLua oHNamH-kynisng Bitcoin, a B 2018
poLi BapTiCTb L€l KPUMTOBAMOTW CTPIMKO 3p0OCNa, WO CBIAYNTL NPO i 3HAYHWUIA MOoTeHLian.
OgaHak nepiog Mixk 2012 i 2014 pokamu 6yB HarbinbLL 3HauyLWMM y po3BUTKY blockchain.
Po3po6HMKK, y TOMYy umnchi BiTanik byTtepiH, po3yminm noteHuian wiei TexHonorii i fgogaBanu
HOBI MOX/IMBOCTI A0 6a3u 6n0k4YeiiHy. ByTepiH cnpoekTyBaB Ethereum - yHiBepcanbHy
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AeueHTpanizoBaHy niaTpopmy, ska MoxKe BUKOPUCTOBYBATUCA B Pi3HUX rany3sx Ta
nNigTPUMYye peer-to-peer 3B'A30K. Lii iHHOBaL,i BiAKPWAW LWWMPOKI NepCcnekTnBmn AN
3acTtocyBaHHs blockchain B pisHux chepax Ta nigkpecnnam Moro 3Ha4YeHHS K KJIF0YOBOro
efleMeHTy TexHooriYHoro nporpecy. [1]

Y 2015 poui Bigbynucsa aBa 3HauyLLi nogii B ictopii po3suTky blockchain TexHonorii. Mo-
nepwe, Linux Foundation, ogHa 3 NpoBigHNX KOMepLiMHMX OpraHi3auii 3 BiAKPUTUM KOZAOM,
po3noyana po3pobky Hyperledger - nnatdopmu, cnpasmMoBaHOi Ha NONEreHHs CTBOPEHHS
610KYeH-NpoekTiB. Liei KpoK BifKpMBaB HOBI MOX/IMBOCTI A1 PO3POOHMKIB Ta
NiATPYMYBaB MOLUVPEHHS 610KYENH-TEXHONOTII Y Pi3HUX cekTopax. [MapanenbHo 3 unm,
Ethereum odiuinHo NnpeacTaBMB HOBY PYHKLIIO, BiJOMY SIK "CMapT-KOHTPaKTWN". Lii "po3yMHi"
KOHTPaKTWX A03BONSANIN O6MIHIOBATW Pi3HI LiHHOCTI 6e3 nocepeHVIKIB, BifKpUBarOUn LWASAX A0
6inbL ebeKTUBHUX Ta MPO30PUX Yrod AN BCiX yYACHUKIB.

IcTopis Ta po3BUTOK 610KUeliHY PO3LLUMNPHOETLCA Aaneko 3a mexi Ethereum i Bitcoin.
OcTaHHiIMV pokamu 6yno CTBOpeHO 6e3/1i4 HOBUX KPUNTOBAIOT, AKi OTPUMan BU3HAHHS 1A
noyanan BUKOPUCTOBYBATUCA B MepesoBUX KpaiHax A5t onaat NoAaTKiB Ta iHLWKX nocayr. 3
PO3BUTKOM IHTEepHeTY peyeit cTasa akTyasibHO ONTUMI3aLif NaaTGopMm KpUNTOBaNKOT A5
3abe3neyeHHs HyN1bLOBOI KOMICii 3a TpaH3akuii. 3apa3 Bennki kopnopaduii, Taki Ak Microsoft,
aKTVBHO iHBECTYHOTb Y PO3BUTOK TEXHONOTIT 610KYeliH, Lo NPU3Beo 40 CTBOPEHHS
npuBaTHUX, riGpruaHNX i begepaTBHUX 610KYerHIB. Kpim Toro, komnaHii, Taki sk i} IBM Ta
Samsung, CrinbHO NMpauTh Haj NpoekToM Adept, Aknii mae R Ha MeTi B CTBOPEHHS
JeLueHTpanizoBaHol mepexi 3 )} BE/IMKOI KiNlbKiCTIO Pi3HOMaHITHUX npuctpois )} IHTepHeTy
peuein (I0T), AKi MOXYTb B3aEMOZIATA MidXX cobor0. Lia TexHonorisa BigKpmBae LLUNPOKI
nepcnexkTmnBW, ki 6ynu BusHaHi i Ha BcecBiTHbOMY eKkOHOMIYHOMY dopyMi, Ae 6/10KYerH
6ys ] HazBaHW ] OAHNM 3 NepCneKTUBHUX HaNpPsMKiB A8 iHBECTULLIN.

1.2 KnrouoBi komnoHeHTw TexHonorii blockchain

OcHoBHa iges TexHonorii blockchain nonarae B cTpykTypyBaHHI Ta 06MiHi AaHUMW B CUCTEMI.
BoHa npegacTaBnsie co6oto [} HOBUI NiAXiA A0 CTBOPEHHS PO3nogineHnx 6as gaHuX, SKi
KOHTpontoroTbCs Wl rpynoto §ll Ntoeln 3 MeTOH CMiJIbHOTo 36epexXeHHs Ta B3aEMOZIl. Y Uil
TeXHONOrIT JaHi opraHi3oBaHi y BUrna4i NocnifoBHMX 6/10KiB, WO YTBOPHOKTL HenepepBHUIA
NaHLUor.

Ko>xxeH 610K € harinom, K1 3anNnCy€ETbCA B Mepexi 6e3 MOXANBOCTI MaribyTHbOI 3MiHW. BiH
MICTUTb iHbOpMaLito NPo NpoBejeHi TpaH3aKLUii 4O MOMEHTY CBOrO CTBOPEHHSA Ta BCi OCTaHHI
TpaH3aku,il, AKi He BKAtoYanncsa B nonepesHi 6noku. Npm cTBOpeHHi HOBOro 610Ky BiH
aBToMaTtuyHo i} AoAa€eTbCA A0 KiHUA Jl)] NaHuora 6/10K4YerHy.

TpaH3akuis abo onepaduis B )} koHTekcTi i} blockchain - ue nepegaya gaHuX Big og4HOro
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BY3/1a A0 iHWoro. Lle nogi6Ho A0 piHaHCOBUX TPaH3aKLil, Ae KOLWTWN nepeKkasyTbCs Bif
oZiHOro KJliEHTa Ao iHworo. B )} Mepexi blockchain )} B BMKOHYETe aHanorivHi 4if,
nepeaatoun ji}j 4aHi 0 ANH OAHOMY.

B ocHoBi TexHonorii blockchain nexatb pi3Hi iHHOBaUiHI MeToAW | TeXHONOTIT ANs
06pO6KIM Ta 3aXMCTY AAHWNX, BKIHOUAKOUN:

- CncteMuy acMMeTpUYHOro WndpyBaHHS, LLLO TaKOX BiJOMI K aCUMeTPUYHI
KpUNTOCMCTEMU, SIKi 3abe3neuytoTb 6e3mneKky JaHMX 3a LONOMOro Ny6AiYHNX Ta MPUBATHUX
KNOUiB.

- CMapT-KOHTPAaKTK, WO € BipTyaNbHUMN NPOTOKONAMUN, HanmcaHmu jiij MOBOO
nporpamMyBaHHS, | BAKOPUCTOBYOTbLCS A/1 aBTOMaTK3aLlii 06MiHY ToBapamMu Ta yKnaAeHHs
[lOroBOpIB.

- A XeLw-dyHKLUT, Taki aK q)yHKu,i'l' MD Ta SHA, L0 BMKOPUCTOBYHOTLCA AN WWNPYBAHHS
AaHKX Ta 3a6e3neyeHHs iX LifiCHOCTI.

- Xew-tabnnui, Wwo € ctpykTypoto ] AaHVX Yy BUrNAAI acoLiaTUBHOIrO MacuBy AN 36epiraHHs
nap KaK4-3HaYeHHA Ta BUKOHAaHHSA onepauin AoAaBaHHSA, BUAANEHHS Ta MOLYKY AaHUX.

- Mpouec MarHiHry, k1 403BOASE ] KPUNTOBaNKOTaM NpaLoBaTy B SKOCTI
[leLleHTpani3oBaHOI Mepexi 6e3 nocepesHVIKIB.

- ANropuUTMUM KOHCeHcycy Ta MexaHi3mu Proof of Concept (PoC), LLO AeMOHCTPYOTb
NpaKkTUYHY NpaLe3faTHICTbL MeToay, ifei abo TeXHONOTrII.

ACMMETPUYHI anropnUTtMu WINGpyBaHHA B KpunTorpadil BUKOPUCTOBYHOTE ABa KJIHOYi:
nyéenivuHni i ] npuBaTHWUIA. My6AIYHWIA KNHOY BUKOPUCTOBYETLCA A5 3aLUNPPYBAHHA AaHNX i
[OCTYNMHUI ANA BCIX, TOAI AK NPUBATHUIA KJTHOY BUKOPUCTOBYETLCSA AR PO3LLUNGPYBaHHSA Ta €
KOH®igeHUiiHWM. Li kntodi B3aEMOAiH0Tb YHIKanbHUM YMHOM, 3abe3nedytoun 6esneky Ta
KOH®}IAEHUIMHICTb Nnepeaayi AaHNX.

PucyHok 1.1 - MpuHUMN nepegayi JaHVX y cMcTeMax 3 aCMMETPUYHUM LN PYBaHHAM

Xew-dyHKLUif, BifoMa TakoxX K GYHKLIS 3ropTKN, BUKOHYE NepeTBOPeHHS BXiAHUX AaHNX
ByAb-AKOI JOBXNHW Y BUXIAHWNI pAgoK GiKCOBAHOI JOBXVHM 3a LOMNOMOrO NeBHOro
anroputmy. Ller npouec Haga€ yHiKanbHUM KOA, BiJOMUM K XeLw-Koa, SKUN igeHTUdIKye
BXiZAHi AaHi. Y koHTeKcTi TexHonoril blockchain, kpuntorpadiuHi i xew-QyHKui
BUKOPUCTOBYIOTLCA /151 3abe3rneyeHHs 6e3rnekn Ta HeJOCTYNHOCTI MOYaTKOBUX JaHUX, L0
NiAAar0TbCA XellyBaHHI0. Xo4a MOXe 34aTUCSA, Lo HEMOX/IMBO OTPMMAaTV NOYaTKOBI AaHi 3
xeL-koay, GYHKLUIT 3ropTKN rapaHTyoTb O4HAKOBUIA XeLl AN OAHUX | TUX CaMUX AaHWX.
BaxxnunBo, o6 xeL-GyHKLIT Manu MiHiManbHy MMOBIPHICTb KOI3ii, TO6TO cnTyaLiii, KOnu
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Pi3Hi BXigHi AaHi B pe3ynbTaTi Aal0Tb OAWNH | TON e XeLl-KOA.

IcHye pisHOMaHITTA KpunTorpadiuHmx xeww-epyHKLIN, KOXHa 3 AKX Ma€E CBOIi 0COH6NMBOCTI Ta
3acTocyBaHHSA. OAHi€r0 3 HarinowmpeHiwnx € MD5, o reHepye 128-6iTHNIA YHIKanbHWA
KpunTorpagiuHnm pagok ansa 6yab-akux BXiAHUX JaHnX. Lle anropyTm 4acto
BUKOPUCTOBYETLCA ANA LMPPOBUX MIANUCIB, AKi BUMaratoTb CTUCHEHHSA Ta WU$pPyBaHHSA
06'eMHUX JaHNX ANs 3abe3neyeHHs iX 6e3neku.

LLle ogHMM nonynsapHUM anroputMom € SHA-256, AK1iA reHepye XeLl AOBXWHOW 256 6iTiB.
Lier anropmnT™ BaXKKo NigaaTvi 310My Yepes BeNnKY KiJibKiCTb MOXIUBUX KOMbBIHaLIN. BiH
ornpauboBYE AaHi 6nokamu no 512 6iTiB | BUAae 256-6iTHMIN XeLl-Koj, Lo 3abe3neuye
BUCOKWI piBeHb 6e3rneku ans nepegaHnx AaHunx.

Xew-Tabnumui - ue CTPYKTYpPU AaHUX, MPU3HaYeHi A5 36epiraHHsA nap KAY-3HauYeHHs, e
pO3TallyBaHHSA eNeMeHTIB 3a1eXMNTb Bij 3HaYeHb KJTOUIB. Y Takux Tabanuax peanisoBaHo
TPWY OCHOBHi onepaduii: JoAaBaHHA HOBOI NapU KNKOY-3HAUEHHS, MOLLUYK 33 K/THOUEM i
BUAANEHHSA 33 K/IHOYEM.

ICHYIOTb ABa OCHOBHUX TUMMN XeLU-TabnnLb:

- Xew-tabanui 3 NiHINHMM po3TallyBaHHAM (METOZ NaHLIOXKKIB) - B LIMX TabAMLIAX MOLLYK
Bi/IbHOT KOMiPKM BUKOHYETbLCS A0 TUX Nip, MOKM He by/e 3HalijeHa BiflbHa KOMipKa. AKLLO
KOMipKa BXe 3alHATa, BifbyBaETLCA Nepexij 40 HACTYNMHOI KOMIpKW, i Ler npouec
NMOBTOPHETHLCA A0 TUX Mip, MOKW He byze 3HaAeHa BiibHa KOMipKa A/15 BCTaBKN JaHUX.

- Xeww-Tabnuui 3 BIigKpUTOIO agpecauiero - Ui TabauLi BUKOPUCTOBYHOTb HEMepepBHUIA MacuB
AIK CXOBULLE JaHUX. SKLLO BCTaBKa BKA3y€e Ha BXe 3aHATY KOMiPKY, BUKOPUCTOBYETLCS
cneujianbHUN MeToZ A5 NOLLYKY HOBOIo Micus AN 36epiraHHsA AaHMX, 4acTo 3a JOMNOMOror
xeLw-PyHKLI Ta po3p06aeHNX anrOpUTMIB PO3MOAITEHHS.

OAHI€r0 3 OCHOBHKX NpobaeM XeLw-Tabanub € MOXUBICTb KONI3ili, AKi BAHUKAKOTb Npwn
BCTaBLi K/KOUIB B Ti cCaMi KOMipKn Tabnuu,i. Konisis BUHVKAE, KONn ABa abo binbLue Kroui
BKa3ylOTb Ha OAHY i Ty camy KOMIpKY. Y TakoMy BUMaAKy, BUKOPUCTOBYHOUN METO/,
NaHLOXKIB, M/ CTBOPIOEMO 3B'A3aHUIA CINCOK eNeMeHTiB, aKi 36epiratoTbCs B Liili KOMipL,.
Mpwn NowyKy KA4Ya M1 NPONAEMO MO LiboMy crincky, [l MOPIBHIOKYN KOYI MiXK c06010,
NOKWN He 3HalAeMO NOTPIGHUN.

Heponikom jif Takoi xeww-Tabnuui ||] € Te, WO Npy AoAaBaHHI 6arato efleMeHTiB, AKi
BKa3ylTb Ha OA4HY KOMIpKY, YTBOPIHOETLCA AOBIIA 3B'A3aHNI CMNCOK, WO 36i1bLUyE

cepeAHili Yac noLuyKy enemeHTiB y Tabanui. ns BupileHHs Liei npobaemu
BUKOPUCTOBYETHLCA MeTop, NoABIIHOrO XeLlyBaHHSA. [0N10BHa iZies NOMArae B TOMY, LLO 415
BU3HAYeHHS KPOKY 3MiLLeHHs Npu KONi3ii BUKOPUCTOBYETLCS iHLWA Xell-QyHKLis, SKa
BCTAHOB/IHOE 3MiLLeHHS 6inbll epeKTUBHO, LLO A03BONSAE 3HAXOAUTN BiNlbHI MiCLSA WBUALLE.
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PucyHok 1.2 - MeToawn pilleHHs KONi3ii y xeww-Tabamusx

B meToai i} 3 BiaKpUTOO ajpecaLieto (3aMKHYTe XeLlyBaHHS) BCi efleMeHTun 36epiratotbcs
6esnocepeaHbO B xel-TabanLi 6€3 BUKOPUCTAHHS MOB'A3aHMX CNUCKIB. BigMiHHOO
0CO6NMBICTIO LIbOrO METOAY MOPIBHAHO 3 METOAOM /NiHIMHOIO PO3MILLEHHS € Te, WO Tabanusa
MOXe CTaTW MOBHICTIO 3aMOBHEHOIO, LU0 YCKIAAHIOE A04aBaHHA HOBUX e/leMeHTiIB.
Po3B'A3aHHAM u,ie'l' npobnemu € gAnHamiyHe 36ibLLUEHHS Po3Mipy XeLl-Tabanui 3
O4HOYaCHO 3MiHOIO T CTPYKTYpU. O4HAaK, BUAANEHHS eleMeHTIB € CKNaAHILWVM 3aBAaHHAM
y MOPiBHAHHI 3 METOAOM NiHiiHOro po3miweHHs. ] MNicna BuaaneHHs AaHuX 3 XeLww-Tabamui
MU POBMMO HEMOXX/IMBUM MOLLYK K/AKO4a, SKUIA MOXe 3aliMmaTi Ty caMy KOMipky. Lie Bumarae
BNPOBaJKEHHSA CrevlianbHNX MexaHi3MiB A9 epeKTUBHOIro BUKOPUCTAaHHSA BiIbHOIO MiCLS.

PncyHok 1.3 - MexaHi3m BupiweHHs i} KONisili B xeLl-TabanLi 3 BiAKPUTOI ajpecaLli€ro

CMapT-KOHTPaKTW (PO3YMHI KOHTPAKTU) - Lie NporpamMu, Lo aBTOMaTU3YTb BUKOHaHHSA
yroz Mixk CTopoHaMu 6e3 Heob6XiAHOCTI nocepeHMKa. BOHM A03BOIAOTL BCTAHOB/IOBATM
YMOBW Ta BUKOHYBaTW onepaLii aBBTOMaTUYHO Mpu BUKOHAHHI LMX YMOB, Hanpuknag, npu
OTPVMAaHHI NeBHOI CyMU KOLUTIB abo BM3HaYeHil Aari.

PncyHok 1.4 - BisyanbHe 306paxKeHHs pob0oTn CMapT-KOHTPaKTy

Mpunyctmo, il wo rpomagsaHuH A 6axae )} npnabatn i KBapTupy y rpomaasiHnHa b.
BUKOPUCTOBYHOUM TEXHONOTIKO 610KYEH Ta KPUMTOBAIOTY, TPOMAaAAHMH A MOXe N1erko
nepepaxyBaTiu KowTW. Micns Lboro BiH OTPUMAE BipTyaNbHUIA JOKYMEHT, AKUIA byae
BK/IOUEHWI Y CMapPT-KOHTPAKT. Ko rpomagsHuH b nepegacts [l K1o4i NpoTarom neBHOro
TEPMiHy, CUCTeMA aBTOMATUYHO 34iACHNTbL ONAaTy rpOMaAsaHUHOBI b. Y pasi HeBUKOHAHHS
YMOB 3 060X CTOpiH, Hanpuknaz, il SKLLO KAoYi He ByayTb NepesaHi, cMcTemMa noBepHe
KOLUTW rpOMagAaHuHY A, TakMM YMHOM, CUCTEMA rapaHTyEe BUKOHAHHS YMOB yroam Ta
3abe3neuye 6e3neky 060X CTOPIH.

MepeBarun cMapT-KOHTPAKTIB:

- FapaHTOBaHWI 3aXMCT Bij 30BHILLHIX BTPyYaHb. Ball A0roBip 3a1MWAETbCS 6€e3neYHnM i
HeAOCTYNMHUM NS ByAb-AKMX TpeTix 0Ci6. B caMOCTIMHO KOHTPO/IOETE YMOBU YroAu, He
noTpebyroun NiagTBEpAXKEHHS Bif HOTapiyca UM iHLLIMX NocepesHUKIB.

- Bucokuii piBeHb 6e3nekn. CMapT-KOHTPAKTW 3aCTOCOBYOTb HaZiliHi MeTOAN KOAYBaHHS, SKi
Malixke HEMOX/MBO B3/1aMaTW, L0 rapaHTYe 3aXMCT BalUNX JaHNX Bif XakepCbKMX aTak.

- YHUKHEHHS NOMWI0OK. ABTOMAaTK30BaHi CMapPT-KOHTPAKTU YCYyBAOTb PU3UK THACBKUX
MOMMNOK Nig yac YKnajgaHHA yroan, 3anobiraroum MOXANBUM Hep,OpO3yMiHHFIM i nOMWUAKaMm Yy
AOKYMEHTaX.
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- EKoHOMis BUTpaT. Bam He floBeAeTbCs NAaTUTK KOMICito TpeTiM CTOpoHaM abo
nocepeaHNKaM 3a NPOBEAEHHS YroAN, O A03BONSE ePpekKTUBHO eKOHOMUTI Balli KOLUTY.

- WBnaKicte Ta epekTnBHICTb. O6pO6Ka YCiX JOKYMEHTIB 34iiCHIETHECA aBTOMATUYHO i
LWIBMAKO, LLIO 3HAYHO MPUCKOPIOE MPOLLeC YKIaAaHHSA YroAn NOPIBHAHO 3 TPaANLIAHMMMN
MeToAamMu.

3BUYaVHNI CMapT-KOHTPAKT Ma€ TpW KAOYOBI cknagosi. [Mo-nepLue, umdpoBsi NiANNCH YCix
YYaCHVIKIB yroau, siki 3a6esneuyroTb iXHKO aBTEeHTUYHICTb i 3060B'a3aHHS. [o-apyre,
BM3HAYeHHS 06'eKTY YroAn, AKNn Moxe 6yTn byab-9KUM akTUBOM abo nocsyroto. Mo-TperTe,
MaTeMaTU4HO cGOPMYNbOBaAHI YMOBU YroAuW, AKi MPOorpamMyroTbCs ANA aBTOMaTUYHOrO
BUKOHaHHS [3].

Bci AaHi, BAKOPMCTOBYBaHI B KOHTPaKTIi, MOBUHHI BYTV OTPUMaHI 3 HaginHux gxxepen. [ns
3abe3neyeHHs L€l JOCTOBIPHOCTI 3aCTOCOBYHOTLCA Pi3Hi MPOrpamMHi 3acobun i NpoToKoNU
6e3neku, Taki aK HTTPS i cepTndikaTtn SSL.

FonoBHO diryporo y NpoLieci MaliHiHIy € MaiiHep, Lo BUCTYMNaE Sk By30/1 Mepexi. loro
3aBAaHHAM € 36ip TpaH3aKLUil And IX MOAANbLUONO BKAKYEHHS y 6710K. [1icns oTprMaHHs
TPaH3aKLi By3/11 MOYMHAKTL iX NepeBipKy i #04al0Tb Y BiANOBIAHMK "nyn" nam'aTi. MoTim
MaliHepu 06'eAHYIOTb KiJibKa TakMX TPaH3aKLUiA y HOBUI 610K, JOAat0uM 40 HbOro TaKoX
TPpaH3aKLito 3 HAaropoAoto 3a IXHIO npawio.

Mepes NoYaTKOM MaliHIHIY MaHepy f04at0Th CreLlianbHy TPaH3aKLito, Ska MiCTUTb
Haropoay 3a ixHto B poboTy. MNicna xewyBaHHS BCix B PyHKLUIM faHi 06'eaHYIOTLCA Y [BY XeLu-
AepeBo, Jie BOHW CNoJlyyatoTbCsa B Napu, NoKn He byae AoCArHyTa "BepLunHa gepesa’.
[AeHTM}IKaTOP KOXHOro 6/10Ky GOPMYETHCA LLNAXOM A0AaBaHHA MOTOYHOIO XeLly A0 XeLly
nonepezAHLOro 610ky Ta NeBHOro B BMNajKkoBOro Ynca, 3reHepoBaHoro g 3a NeBHUM
NMPOTOKO/IOM.

Y fefknX BUMagKax Moxe BUHUKATN CUTyauis, Konn g ABa BY3/1n AOAAOTb
niaTBEpPAXKEHUA 610K 04HOYACHO, L0 NPU3BOAUTL A0 KOHPNIKTY. B Takmx Bunaakax
KOHKYpPeHLis NpoA0BXY€ETbCS, [ NOKM He Byae cTBOpeHU 610K Ha OCHOBI O4HOIO 3 ABOX
nonepegHix 6n0kis [4].

PucyHok 1.5 - Tpuvknag cTpyKTypw AepeBa Mepkna

ANrOpPUTM KOHCEHCYCY - Lie KH0UO0BUIA enemMeHT y TexHonorii blockchain, wo 3a6esneuye
3rogy BCiX y4acHUKIB Mepexi Ta 3abe3neuye 6e3neky Ta LiNiCHICTb JaHNX Y PO3MOAineHin
cucTeMmi. Y 3B'A3Ky 3 geueHTpanisauiero 610K4einHy, e BiACYTHI LLleHTpanisoBaHi opraHu
NPUWHATTA pilleHb, aAroOpUTM KOHCEHCYCY Biflirpae Bax/MBY PO/b Y NPUMHATTI pilleHb
MepeXero caMoCTinHO. BiH 3abe3neuye BUKOHAHHS MPOTOKOJY Ta rapaHTYeE JOCTOBIPHICTb
BCiX TpaH3aKLi. BigMiIHHICTb MiXX MPOTOKO/I0M Ta a/iropuTtMoM [BY MONSArae B TOMY, LLO
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NPOTOKO/N BU3HAaYaE npaswmna Ta Aii, AKi Mae JOTPUMYBaTUCb CUCTEMA 1S AOCATHEHHS
NeBHOI MeTW, TOAi K anropuTM 3abesneyye BUKOHAHHS LMX MPaBu. ICHyOTb pi3Hi
aNropuUTMM KOHCEHCYCY, cepej KX HanmbinbL nonynsapHi PoS (Proof of Stake) Ta
PoW (Proof of Work).

Proof of Work (PoW) - e nepLumniin anropmTM KOHCEHCYCY, L0 BUKOPUCTOBYETLCSA Y
TexHonorii Bitcoin Ta 6araTbox iHWNX KPMNTOBaNOT. B ocHOBI POW nexunTb ifes BMpilLeHHs
CKNaAHOI 06UMCOBaIbHOI 3a4aui, W06 A0BECTW CBOK Npale3faTHicTb. MaliHepu
3MararTbCs MK CO60L0 3a NPaBO CTBOPUTWN HOBUIM 610K TPaH3aKLiA, PO3B'A3YHOUM L0
3agauvy. Tinlbky 6/10KK, LLIO YCMILLHO BUPILLYIOTL 3a4a4y, NPUNMaloTbCs | J04at0TbCsA A0
6nok4einHy. Lleihn meToA A0O3BONSE rapaHTyBaTV 6e3neKky Mepexi i 3anobirae noAsinHoOMy
BUTPayvaHHo. Ethereum Takox BrukopucToBye POW, xoua naaHye neperity Ha iHLWWNIA
anroputm™, Proof of Stake (PoS), i1 y MaibyTHbOMY.

Proof of Stake (PoS) - Lie anropnTm KOHCeHCycy, L0 3'ABUBCS K afibTepHaTnBa PoW.
OcHOBHa M0oro ocob/INBICTb MOJIATa€e B TOMY, LLIO 6/10KM NepeBipAoTbLCA BifMOBIAHO A0
YaCTKW KPUMTOBAMOTU, YTPUMYBAHOT yHaCHUKOM Mepexi. IHLWnMn cnoBamu, NpaBo Ha
reHepaLiito HoOBMX 6/10KIB Ta NiATBEPAXKEHHSA TpaH3aKLUili HaAAaETbCA YyYacHMKaM ) B
3a/1eXKHOCTI Bif, IXHBOro BO/MIOAIHHA Ta y4acTi B MmepeXxi, a He [ Bij 064ncatoBanbHOI
MOTY>XHOCTI, K y POW.

PncyHok 1.6 - Mpuiknag aK AocAraeTbes 3roa g B Mepexi 6/10K4einH

OgaHiero E 3 K/IHOYOBUX MepeBar TeXHOOoriT 6/10KYeH € NOro 6e3sneka Ta BifCyTHICTb
HeobXiAHOCTI y AOAATKOBMX OMIaTax UM KOMICiX AN TPeTiX cTopiH. Konv ogHa cTopoHa
iHiLit0E NepeAayy AaHWX, WO € abCONMOTHO 6e3neYHor, CTBOPHETLCA HOBUIA 610K. Lieli 610K
nepeBipsETLCA BENVKOK KiNlbKICTHO KOMM'IOTEPIB, WO POo3nojifieHi B mepexi. [icna ycniwHoi
nepesipky 610K JOAAETLCA A0 NAHLOra, CTBOPHOKOUN YHIKANbHUA 3aMNC 3 YHIKaNbHUM
ineHTndikaTopoMm. Migpobka Takoro 3anuncy CTae NPaAKTUUYHO HEMOXXINBOKD, OCKINbKIN
BYMarae MmogmnodikaLii BCbOro aHLtora B MiieOHax 3anucis.

MpuNyCcTMO, BX OMAayy€eTe KOMyHanbHi NOCAyru yepes IHTepHeT, BUKOPUCTOBYHOUM BaLL
KomMmn'toTep abo MobinbHMM TenepoH. 3a3Bryari 6aHKIBCbKi KOMMAHIT CTATYOTb A0AATKOBI
BUTPATW 3a ONaaTy LmMX Nocayr. Ane sKLLO KOMYHaibHi KOMMNaHii nepeiayTb Ha TEXHOOTi 0
610KYeNH, Le AONMOMOXe KOPUCTYyBayaM 3a0LLaanTX BAACHI KOLUTK Ta 3abe3neunTb 6e3neky
ornepauin. E Y uboMy BUMaAKy, CTOPOHaMU YroAu € CNOXMBAY Ta KOMYHaJibHa KOMMaHis.
KBUTaHLiA 3@ KOMYHasIbHi NOCAYrK, MO CyTi, CTA€E CMapT-KOHTPAKTOM, B IKOMY OMNKCaHO
060B'A30K CNOXKVBaya onnaTUTX NeBHy CyMy 3a Nocayr. Lis KBUTaHLUifA, Tak caMmo SK i
rPOLLOBUIA Nepekas vyepes Mepexy 6J10KYelH, € YHIKaNbHO Ta NiAAAETbCA HE3aNeXHIl
nepesipyi 6e3 goctyny A0 iHpopmaLii Npo TpaH3akLito abo BaLli 0COBUCTI AaHi, Ta He
NigNArae >XoAHUM 3MiHaM. I HaronoBHille, Lie Bce 6e3KOLTOBHO. TexHos1oris 6/10K4YerH
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MoOXe epeKTUBHO KepyBaTy npoLecamm onsaTtu, 36epiraHHsa Ta nepegadi 6yab-aKux
biHaHCOBMX Ta IHWNX JaHUX, BHOCAYM 3HAYHI 3MiHUW Y HaLle yABAEHHS NPOo MAaTiKHi
npouecu.

BnokuyeinH icHye, nokun € g xo4a 6 oAnH KOMMN'KOTEp NigKntoUeHn 4o mepexi. KoxeH
yyacHVK MOXe CriocTepirati 3a TpaH3akuiaMu, afe He Ma€ AoCTyny A0 X 3MicTy. [JaHi npo
TpaH3akLUil 36epiratoTbCa Ha PiI3HUX MPUCTPOSIX, L0 € OCHOBHOO NepeBaroto 61ok4eriHy. Lis
pO3MogineHicTb 3abe3neyye BUCOKUI PiBEHb CTINKOCTI CUCTEMU, OCKIIbK/ BOHA HEe 3a1eXUTb
BiZ} OZHOrO LeHTPasi30BaHOro cepeepa i, oTKe, He NiAJAETbCA TeXHIYHUM Nnpobaemam abo
XaKepCbKMM atakaM Ha LleHTpanizoBaHy Touky Bxoay. KpiMm Toro, 3aBasiky po3BuUTKY
KpunTorpadii, BAHMKaTb HOBI MeTOAM LWN$PYBaAHHSA, SKi pO6AsTb 610KUYEnH BiAKPUTUM ANS
OJHIEI CTOPOHU, a ANSA iIHLWOT - HAAIVIHO 3aXVLLLEeHVIM.

OgaHiero 3 nepeBar 6/10KYeliHy € NOro BMCOKA 3aXULLEHICTb. Y NOPIBHAHHI 3 NanepoBMMun
yrogamu, ki MoxXxyTb 6yT chanbcrdikoBaHi, e1eKTPOHHI JOroBopK, Lo 6a3yoTbCa Ha
610KYerHi, 3abe3nevytoTb BULLNIY piBeHb 6e3nekn. BoHn f03BONSOTh YKIaAaTy yroam 6es
nocepeAHMKiB B aBTOHOMHOMY /leLleHTpanisoBaHOMY cepeZloBULLj, Lo 3abe3nevye
NPO30pPIiCTb Ta HAAIMHICTb TPaH3aKLi. YHaCHUKU TakMX Yrof 3aA1LWaroTbCs aHOHIMHUMMU,
ane piBHONpaBHUMW KOpUCTyBayYaMu. B pasi nopyLleHHs yroan cuctemMa aBToOMaTuyHo
AHYNHOE KOHTPAKT i MOBepPTaE pecypcun yCiM yyacHMKaM, Lo 3abe3neyye cnpaBeamBiCTb Ta
HAAINHICTb B yrogax.

Micns peectpauit AaHI/IX B MepeXi 6/10KUelH BUAANEHHS Y/ 3MIHU LNX JaHNX MPaKTUYHO
HemoxJmee. g 0cob6mBiCTb pobUTL TEXHOJOTiK0 6N10KYENH ifeanbHO AN BUKOPUCTAHHSA B
Pi3HNX GIHAHCOBUX CTPYKTYypax Ta ANs 36epexkeHHs iHpopMaLiii Npo TpaH3akLii Ta iHLWIi JaHi.
3aBAsKN 610KYENHY HEMOX/IMBO HAHECTU LLUKOAY Y/ BUNHUTU By b-aKi HeJ06POCOBICHI Ai.
Lia TexHoNOriA € AOBIPEHO, OCKINbKW BCi Orepauii nepesipsaoTbCa TUCAYaMM KOMM'IOTEPIB Y
npoueci ManHiHry [6].

OfHWM 3 HefoNiKiB TEXHONOTIT 6N1OKYENH € Tak 3BaHa «aTaka 51%». Lle MoxnumBicTb gns
O4HOrOo Cy6'ekTa KOHTPOAtOBATM NOHAZ 50% MOTY>XXHOCTI XeLLlyBaHHSA MepeXi, LLI0 MoXxe
NopyLNTM poboTy crucTtemun. OgHaK, Ha MPaKTULL Taki cnpobu MaHinynsauin Hag 610KYeiHOM
He Bynu yCnilwHUMWN.

[HWMM HefoNIKOM TexHONOril 610KYeliH € 0bMexXeHa NPOonyckHa 34aTHICTL ] A5 06pOobKu
TpaH3akuin. Hanpuknag, nnatixxHi cnctemu, Taki sk MasterCard i Visa, 3gaTHi 06po6bnaTu
noHaz 40 Tncsay onepawi B CeKyHAY, B TOV Yac K TEXHOOTiA 6/10KYeliH 3HaUHO obmexeHa
LM NokasHuKoM. LLlopasy, konun 6a3a faHnX PO3LLUNPIOETLCS, O6CAT AaHNX 3POCTAE, LLO
MOXe NPU3BeCTU 40 BTPATW BY3NiB MepeXi i HeOCTYNHOCTI AN KOPUCTYBauiB. Lle Takox
NPU3BOANTbL A0 36iNblLUEHHSA HABAHTAXEHHS Ha eNIeKTPUYHY MepeXy, OCKi/IbK/ CKNaHI
064NCNeHHSA BUMaratTb 3HAaUHUX eHepreTUYHUX BUTPaT. Hanpuknag, CnoXnBaHHS pecypcis
Mepexeto Bitcoin nepeBuLLy€e BUTPATW Ha eHeprito Linnx KpaiH, Takux sk Jania ta Ipnangia.
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2 OCHOBHI MPUHLMMN TA ®YHKLIT TEXHOIOTTT BLOCKCHAIN
2.1 Ponb TexHonorii P2P B KoHTeKcTi blockchain mepexi

Peer-to-peer (P2P) - ue mepexa, Lo CKNaAa€ETLCSA 3 rpyrniy B3aEMONMOB'A3aHNX MPUCTPOIB, AKi
06MiHIOTbCA darinamm Ta 36epiratoTb 0AHaKOBUIA Habip AaHMX. KoxXeH yyacHuK, abo By307,
Mag€ piBHOMpaBHe CTaHOBULLE, Y BiAMiHY BiJ LLleHTpanisoBaHWX apxiTekTyp, Ae cepBep Hajae
NOCAYrn iHWKM. Y MepeXi P2P KoXeH yyacHUK Ma€ MOXNUBICTb BUKOHYBaTW O4HAKOBI
3aBJAaHHSA Ta MaTV O4HAKOBY NMOTYXHICTb. Y Mepexi blockchain P2P-nnatdopma fo3Bonse
yYacHUKaM 34iMCHIOBATW TPaH3aKLiT Yepes po3nojisnieHy Mepexy 6e3 nocepeHUKIB.
CborogHi P2P apxiTekTypa € BaX>/1MBOK CKNaZ0BOK TeXHOJOrii 610KYenH. P2P-cnctema
CKNIAfAETLCA 3 MepeXxi po3rnojiNeHNX KOPUCTYBaYiB, AKi pOo3TalloBaHi B Pi3HUX YaCTUHAX
CBITY. 3a3BM4an, B Ll cMCTeMi BIACYTHIM LLleHTpanbHUIA cepBep, OCKiNIbKN KOXEH BY30/
36epirae Konito BCix GarnisB i CNYXUTb AKepenom ANS iHWNX BY3/iB. TAaKUM UMHOM, KOXeH
NPUCTPI MOXe 3aBaHTaXyBaTW Gainn 3 iHLIMX NPUCTPOIB Ta BUKOHYBaTW PO/b cepBepa A/s
HaZaHHA AAHUX IHLWWM NPUCTPOSM [7].

Y Takux Mepexax icCHye 6e3niv nporpamMmHmMX AoaaTkiB Ans 06MiHy AaHUMW. Hanpuknag, oavH
BY30J1 MOXe iHiL|itoBaTV NpoLiec 3aBaHTaXeHHA AaHWX 3 iHLWOoro By3na. lNicas ycniwHol
nepegavi JaHVX Lieli By30/ CTa€ Axepenom, ¢akTMUYHO BUCTyNarym cepeepom. Taknum
UYMHOM, YHACHUK, KN 3aBaHTAXYE AaHi, Ai€ AK KNIEHT, @ y BUNaAKy 06MiHy 3BOPOTHIMM
AaHVIMU BiH BUCTYMAaE y posi cepeepa. Ha npakTuLi MoX/rBe ogHOYacHe BUKOHAHHS 060X
ornepauin - AK 3aBaHTaXXeHHS JaHUX, TaK i iX nepejaya E IHLIMM yYacHUKaM Mepexi.

E 3anexHo Bif, CTPYKTYpW i opraHisaLiii B3aEMOoJi, iCHYHOTb TPU OCHOBHUX TUMN P2P-mepex:
CTPYKTYPOBaHi, HECTPYKTYPOBAHI Ta ribpuaHi.

Y cTpyKTypOBaHUX P2P Mepexax BY3/I1 OpraHi3oBaHi 3a JOMOMOroro xeLu-gpyHKLUin, Lo
cnpuse epeKTUBHOMY MoLUyKy $aliniB, HaBiTb SKLLO Li AaHi He € 3aranbHOAOCTYNMHUMN. TaKi
MepeXi BUMaratoTb CKAaAHILIOT peanisaLiii Ta NiATPUMKN.

Y HecTpyKkTypoBaHuX P2P Mepexax BilCyTHS KOHKPeTHa OpraHi3auisi By3/iB, TOMY YYaCHUKN
B3a€EMOZi0Tb BUMAAKOBUM YMHOM. Lle 3abe3neuyye CTiMKiCTb 40 3MiH aKTUBHOCTI BY3/iB, ane
NPU3BOANTL A0 3HAYHOIrO HaBaHTAaXEHHS Ha NpoLecop Ta ornepaTvBHY Nam'aThb.

Fi6puaHi P2P mepexi KOMBIHYOTb TPaAnLiiHYy Ta O4HOPaHroBy Moeni. Hanpwuknag,
MOXJIBE CTBOPEHHS LIeHTPa/IbHOro cepBepa, Lo CrpOoLLyE NpoLec 3'€AHaHHA BY3NiB. Takuit
nigxig MoXe nokKpawnTy NMPOAYKTUBHICTL Mepexi. [i] 3 ornaay Ha AeLeHTpanisoBaHy
NpUpoAy TeXHONOriT 6N0KYeliH, BUKOPUCTAHHSA Pi3HUX TUMIB apXiTekTyp P2P mepex moxe
BNAMBATW Ha piBeHb JeueHTpanisauii.

TexHonorig Bitcoin BukopuctoBye P2P mepexy An1s 6e3nocepejHbOro 06MiHy
KPUATOBANIOTO MK KOpMCTYBayamm 6e3 yuacTti nocepeHuKiB. Lia cnctema fo3Bonsie
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YHUKHYTW BTPYYaHHA 6aHKiB abo iHLWMX LeHTPanisoBaHMX yCTaHOB Y 06pobLi Ta peecTpauii
TpaH3akuir. HaToMicTb, icHYe Ny6niYHMN LNOPOBUIA PeeCTp, KU NepeBipSAETLCA Ta
NiATPUMYETLCA BENKOK KiNIbKICTHO YYaCHUKIB MepeXi.

BrKOpMCTaHHA O4HOPAHIrOBOI MepeXi HeJoMnyLLae MOXIUBICTb 6/10KyBaHHS abo
3aMOPOXXYBaHHA KPUMTOBAJIIOTHNX aKTUBIB 3 60Ky LieHTpanbHUX opraHis Bnaau. g3 Lie
03HaYag, Lo KOLUTK, 36epexkeHi B il cncTeMi, 3an1LwaroTbCs Nif NOBHUM KOHTPOJIEM
B/IACHMKA i He MiAAATLCA BTPYYAHHIO TPETIX CTOPIH.

OfHak, ronoBHUM HeAONiKOM Takoi P2P MmepeXi € He06XiAHICTb NOCTIIHOrO OHOB/IEHHS
PeECTPiB, L0 BMMAarae 3Ha4YHMX 064MCIOBaNbHUX pecypciB. Lie Moxe npu3ssectu 4o
3aTPUMOK Y MPOBeAeHHI onepawin Ta 36iNbLeHHs Yacy Ha 06po6bKy TpaH3akUili. TM He
MeHLL, PO3PO6HMKN NOCTIMHO NPaLOTh Haj BAOCKOHANEHHAM CUCTEMW Ta NOLUYKY
CNocobiB onNTuMi3aLii MaclLTabyBaHHS 415 E 3abe3neyeHHs 6e3nekn Ta epeKTUBHOCTI
Mepexi.

PrcyHok 2.1 - OCHOBHI BiAMIHHOCTI MiX cepBepHOto Ta P2P mepexamu

MepexeBuiA By30 - Lie BY30/1, SKN MOXe 6yTV BUKOPUCTaHWIA A5 nepesadi abo
OTPUMaHHSA NOBIJOMNIEHb Y MepeXi. [OBHi By3/11 B KOHTEKCTi 6/10KYEeNH TeXHONOrIi
BiZirpatoTb BaX/IMBY posb Y NiATPUMUi Ta 6e3neLi Mepexi. BoHun &) 6epyTb y4acTb y
BepudikaLil TpaH3akLili Ta 6/10KiB 3rifHO 3 MpaBMIaMU KOHCEHCYCY CUCTEMU.

MNMoBHWI By301 B Mepexi Bitcoin - Lie By3on, akunii 36epirae konito BCi€i 610kueriH 6a3un JaHuX,
BK/IFOYAKOYM BCi TpaH3akuji Ta 610ku. LLLo6 ctat MOBHUM BY3/10M, NOTPiOHI HAaCTYMHi
CUCTEMHi BUMOT I

- NOTY>XXHWUI KoMN'toTep abo cepeep 3 NiATPUMKOLO onepauinHnx cnctem Windows, Mac OS X
a6o Linux;

- AOCTATHBO BiZIbHOIO MiCLA Ha XXOPCTKOMY AMCKY A5 36epiraHHSA NOBHOI Konil 6/10KYelriH
6a3n gaHux;

- AOCTATHBLO OMepaTVBHOI MaM'aATi A1 ONTUMaNbHOI PO6OTV MPOrPaMHOro 3abe3rneyeHHs;

- LWUBMAKE Ta CTabinbHe E nigKnArYeHHs 40 IHTepHeTy 3 LWBWAKICTIO Nepeadi JaHUX He
mMeHwe 50 kb/c;

- 37aTHiCTb NpautoBaTy 6e3nepepBHO NPOTArOM TPUBANOTO Yacy.

Ha cborogHilHilv AeHb B Mepexi Bitcoin icHye nprbansHo 10 TMcaY 3aranbHOAOCTYMHNX
BY3/iB. LA KinbKiCTb BKAKOYAE NMLLE Ti BY3/N, AKi € NY6AIYHUMW Ta AOCTYMNHUMU AN BCIX
KOpUCTYBauiB.
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My6niuHNI BY30/, TaKOX BiJOMUIA K CynepBy30/, MOXe nepegaBaTti iHbopmauito 6yab-
SAKOMY iHLLIOMY BY3/1y, KNI BUPILUNTL 3'€gHaTnCA 3 HUM. CynepBy30/ BUCTYNAE 5K
LeHTpanbHa ToYKa nepejadi AaHWX i 3B'A3Ky, Npaurooyum 6e3 nepepsu Ta NigTPUMYOUN
KiflbKa 3'€AHaHb 3 By3/1aMu N0 BCbOMY CBITY. [151a epeKTMBHOI po60TU Taknii By30/
BMMarae 3Ha4YHNX 064MNCOBaNbHMX pecypCiB Ta CTabiNbHOro iHTepHeT-3'€4HaHHS.

MaliHepy MatoTb MOXJ/IMBICTb BUBMPATU MiX NPaLFOBaHHAM CaMOCTIHO (CON0 MaiHiHI) abo
y rpyni (nyn mawiHiHr). Cono MariHepy BUKOPUCTOBYOTb CBOK BAACHY KOMit0 6/10KYenHy, Togi
AK y NyNi MalHepY NpaLoTb Pa3oM, CNiJIibHO BHECTW CBOI 06YNCOBaNbHI MOTY>XHOCTI
(xewwpenT). Ana yyacTi y nyni MaHepiB NOTPIGHNIA agMiHiCTpaTop AN HanaroAKeHHs Ta
yrnpaBniHHA MOBHVM BY3/10M.

2.2 Pi3HOBMAW Mepex Ha ocHoBI TexHonorii blockchain

BnokyeliH - Le dopMa AeLieHTpanizoBaHoi 6a3n AaHKX, sika A403BOJISIE 404aBATU HOBI
3amnucKy B PO3MoAiNbHY CUCTeMy, AOCTYMHY AN Pi3HUX YYaCHUKIB. TexHosoris 61oKYeliH
MoXe byTun knacneikoBaHa 3a PisHMMN NapameTpamu, BKAKOYAKUM TUMN AOCTYMY, CROCi6
KOHTPOJIIO, Ta XapaKTep BUKOPUCTAHHS.

My6niuHnY &Y 610KYeNH - Le BijKpUTa Mepexa, A0 AKOI MOXe NpUeAHaTUCA ByAb-XTO. Y
TakMX Mepexax HeMae LeHTpanisoBaHoi Bnagu, TOMy iX iHOAI Ha3nBakOTb «6e3BaCHUMU.
XXopeH KOHKpeTHUIA Cy6'eKT He MaE NpuBINeiB abo KOHTPOIO Haj Mepexeto. Lie He o3Hauae,
Lo Ny6AiYHNI 610KYelriH MeHLU 3axXuLLeHUIA. BiH NponoHye BUCOKUIA piBeHb 6e3neku
3aBAAKM TOMY, L0 ByAb-AKNI KOPUCTYBaAY MOXe NepeBipuTY KO Mepexi Ta E 6patn
yyacTb y i E camMoyrpasiHHi.

MacTabHicTb Ny6niYHNX 610KYeliHIB noniArae B g TOMY, LLIO BOHV PO3MOAiSeHi MixX
6e3niuyto By3niB. Lle ycknagHoe MOXIMBICTb danbcndikauii AaHNX, OCKINbKN ByAb-AKi 3MiHW
B MOTOYHOMY CTaHi Mepexi NoTPebyoTb 3MiH y BCiX KOMiax 6a3u faHWX, WO pO3MoAineHi no
Pi3HNX By3nax.

Hanpuknag, ny6niyHunin 61ok4einH Bitcoin € 04HMM 3 HaMbiNbLL BiJOMUX NpUKAaAiB. BiH
6a3yeTbCs Ha KOHLENUii AeLeHTpanisaLii, 4e KOXeH KOPUCTyBay MoXe rnepesipaTy Ta
AONy4aTnCs 40 06pO6KY TpaH3aKL,ii, 3abe3neuyyoumn BUCOKMIA piBeHb 6e3neku Ta
He3aNeXHiCTb BiJ LleHTPasni3oBaHUX CTPYKTYP.

Byab-XTO MOXe NpUeRHATNCA A0 Mepexi Bitcoin, He3anexXxHo Bijg CBOro Biky, Micugs
NPOXMBAHHA UM MaTepiasibHOro cTaHy. Lia BigkpuTicTb E € OZIHIEIO 3 KNHOYOBKX NepeBar
ny6aiuHOro 610K4YenHy, Lo 3abe3neyyeTbCA MOro NPO30pPICTHO Ta BiAKPUTICTHO. KoxeH
aBTOPU30BaHN BYy30/1 MepeXi MiCTUTb KOMito LIMPOBOro XypHainy, Lo pobuTb cucteMy
BiAKPWUTOIO i NPO30POIO, a TaKOX AOMoMarae y 3anobiraHHi WwaxparicTBy, OCKiNbKM BeNnKa
KiNIbKiCTb BY3/iB CNiJKYE 3@ BCiMa onepauisiMu.
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OAHUM i3 HegoNiKiB Ny6NiUHNX 6N1OKYeNHIB € ObMeXeHa LIBUAKICTE 06PO6KM TpaH3akLii Ha
cekyHay (TPS). Lle BiabyBa€eTbCsa Yepes BeNnKY KifibKiCTb BY3NiB, £ KOXEH 3 AKX BUKOHYE
npoLec nepesipku Ta NiATBEPAKEHHSA TPaH3aKLil, Wo NoTpebye 3HaUHOI KiIbKOCTi Yacy.
TaknuM YMHOM, NybniyHi 6nokYenHW, Taki sk Bitcoin, MatoTb 0O6MeXXeHy NPOAYKTUBHICTb
NOPIBHAHO 3 TPAANLINHNMMN NAATKHUMUK cUCTeMamMu, Hanpuknag, Visa Ta Mastercard.

Kpim Toro, MmacwitabyBaHHs nyb6aivuHMX 610KYEriHIB TaKoX € MPO61eMOt0, OCKiNbKW BY31U
MatoTb OBMeEXeHY MOX/INBICTb 36iNbLLUEHHSA MPOAYKTUBHOCTI. HEMOX/IMBO NPOCTO A0AATU
AOAATKOBY OMepaTMBHY Nam'aTb abo BUKOPUCTATM NPOLLECOp 3 BUCOKOK YacTOTO, OCKINIbKY
Le Moxe Npu3BecTy 40 yHKLiOHaNbHNX obMexeHb. Kpim Toro, 3i 36inbLUeHHSAM KinbKOCTi
BY3/1iB BUHWNKAE Npobaema 3 BeIMKNM CMOXMBAHHAM eNeKTPOoeHeprii, Lo TakoX €
Ceprio3Hoto NpobaemMoro.

MpvBaTHUI &) 610KYenH - e cucTemMa 3 piKCoBaHUM CMIMCKOM YYACHWKIB, AKa 4acTo
BUKOPUCTOBYETLCS KOMMNAHIAMN ANSA BHYTPILLHBOro ayAnTy Ta 06MiHY AaHUMW. Y Takil
cncTeMi Aoctyn A0 610KYenHy Haa€eTbCA NVLLe BUSHaYeHVIM KOPUCTyBaYvaM, siki MatoTb
BiANOBIAHI 403BOAN.

Y npmnBaTHOMY 6/10KYenHI LeHTpanisoBaHUM opraH, Taknin 5K KOMMaHis, BignoBijae 3a
CTBOPEHHS Ta BepudikaLito TpaH3aKLi, a TAKOX 3a YyNPaBAiHHA CNVWCKOM YYaCHWKIB, AKi
MaroTb MPaBo AOCTYny A0 iHbopMalLiil. E Ha BigmiHy Big ny6niuHOro 610k4eiiny, e AaHi €
HeV3MeHHVMW, B NPVBaTHOMY 6/10KYEeNHI MOXIMBICTb 3MiHW 3aMNCIB € MOX/IMBOHO.

Y4YacHUKM NpMBaTHOro 6/10KYenHy BiOMi OANH OAHOMY, ane AeTasni TpaH3akLUil
3a11LWATECA NPUBATHUMU. Lia MOZenb 3HaXOANTb CBOE 3aCTOCYBAHHA B CUTYaLisX, KON
NiANPUEMCTBAM NOTPIGHO NiABNLLMTI edeKTUBHICTb 06MiHY JaHMK 6e3 ny6iuHoro
po3roJioweHHs iHbopMaLii Npo TpaH3akLii Ta KOHTPONOBATU JOCTYN 40 HUX.

OZHi€ro 3 KNHOYOBMX NepeBar NPUBaTHUX 610KYEliHIB € IXHS BUCOKA LUBUAKICTE 06pO6KK
TpaH3akUir. Ue aocaraeTbcs 3aBAAKM 06MeXeHil KinbKOCTi By3/iB Y MepeXi, Lo pobuTb
NnpoLec KOHCeHCYCY Ta NepeBipKM TPaH3aKLi WBNALWUM Ta epeKTUBHILIVM. MpMBaTHI
610KYENHN MOXYTb 06pO6IATY TPpaH3aKL,il 3i 3HaYHOKO LWBUAKICTIO, HABITb 40 TUCAY
onepauin ofHOYacHo.

Kpim TOro, npmBaTHi 610KYeNHY € Ay>Ke MaciTaboBaHMMU, OCKINIBKM iXHiI PO3Mipn1 MOXYTb
6yTK Nerko afanToBaHi 4O NOTpeb KopUCTyBadiB. Y pasi noTpebun y HOBMX By3/1ax, KOMMAHIl
MOXYTb LWBUAKO AOAATU IX 40 MepeXi, abo HaBnaku, BifK/HOUUTN HENOTPI6HI By3nu, WO
3abe3nevyye rHyyKiCTb Ta ePpeKTUBHICTb YNpaB/iHHA CUCTEMOIO.

OAHUM 3 OCHOBHWX HeAOMiIKiB NPUBATHUX 6/I0KYENHIB € IXHA MeHLLa CTINKICTb A0 aTak
NOPIBHAHO 3 Ny6AiYHMMU cucTemamu. Lie BiabyBaeTbca Yepes obmexkeHy KiNbKiCTb BY3NiB,
AKi KOHTPOHOIOTLCA LIeHTPaNi30BaHNM OPraHoM yrpasiiHHSA. AKLLO OAVH 3 LMX BY3/iB CTaHe
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XepTBOK aTaku abo byze KOMNPOMETOBaHWI, Lie MOXe NPU3BECTU [0 NopyLUeHHS 6e3nekun
BCi€l MepeXi. TaKMM YMHOM, CUCTEMU 3 LIeHTPanisoBaHVM YrpaBaiHHAM € MeHLU CTINKMMK,
OCKi/IbKM cynepeyartb igel geueHTpanisauii, AKa € O4HUM 3 KNHOUYOBUX NPUHLMMNIB TEXHONOTIT
610KYeNH.

Fi6puaHWIA 6nokYeriH NpeacTaBsie COB60K0 PO3MNOAiNeHy Mepexy, KepoBaHy BU3HaUYeHUMM
BY3/1aMU, AKi nonepeAHbo 0bupatoTbes. Li cnctemum noegHy0TL B CObBi enemMeHT AK
Ny6NivYHNX, TaK | NPUBATHUX BIOKYENHIB. E Ha BiAgMiHy BiZ Y1CTO NpMBaTHUX CUCTEM,
ribpnaHi Mmepexi BUKOPUCTOBYHOTb MigBULLEHY KpunTorpadito Ansa NigBULLEHHS 6e3nekn Ta

ayanTy.

Y Taknx Mepexax KOHTPO/Ib He 30CepesKyeTbCS B OAHOMY LieHTpalbHOMY OpraHi, ane
PO3MNOAINeHNIA MiX KiTlbKOMa aBTOPU30BaHUMK KopUcTyBadamu. MNepunaHuin 61okyeinH
NOEAHYE B CODI AK LleHTPasi3oBaHi, Tak i AeLeHTpani3oBaHi acnekTy, WO J03BONSE

peryntoBaTu KiNbKiCTb KOPUCTYBaUiB, iKi MOXYTb 34iCHIOBAT NepeBipKy TPaH3aKLil.

PncyHok 2.2 - CTpykTypa Mepex blockchain
2.3 OpraHizauia Ta ¢yHKUioHyBaHHSA TexHonoril blockchain

OCHOBHi KOMMOHEHTW TeXHOJIOrii 6/1T0KYeH BKAHUatoTb 6/10KN, NaHLOr 6/10KiB Ta Mepexy.
KoxxeH B 610K y 6/10KYeriHi MpeACTaBASE CO600 CTPYKTYPY AAHUX, WO 06'€AHYE TpaH3aKLil
Ta PO3MOZAiNe iX MiX BCiMa By3n1amMmu Mepexi. BMiCT KOXXHOro 610ky MicTuUTb iHGopMaLiito Npo
TpaH3aku,ii, Wwo Biabynncs B cuctemi. 8 BAOK CklafaeTbCs 3 ABOX KNHOYOBUX YaCTUH:
3arosioBKa Ta Tina. OcTaHHe B BK/IHOUAE CNUCOK YCix B TpaH3aKuin, sKi MaTb 6yt
BKJ/IFOYEHI 40 NOTOYHOro 670Ky AN nepejadi B Mmepexy 610k4eliH. g 3aroioBoK MiCTUTb
iHbopmaLito, Wo 3abe3neyye cTabiNbHICTb Ta LiNiCHICTb MepeXxi.

KnacmuHmnii 3aronoBok €] B Mepexi 610K4YeH MiCTUTb psif, 060B'A3KOBUX MOJIB:
- Bepcis (version) - Le BKa3ye Ha NOTOYHyY Bepcito [B) 610KYy.

- Xew nonepeaHboro 610ky (p_block) B -Le xeww-3HaueHHs ] nonepesHbLOro 610Ky B
NaHLIOXKY.

- XeLU BCiX TpaH3akLii noTouHOro 6n0ky (tr_hash) - ue xeLu-3HaueHHs, ke NpeacTaBAse
YHiKanbHWM igeHTUdikaTop BCiX TpaH3aKui B 8 MOTOYHOMY 610KY.

- MiTtKka 4vacy (time) - Lie BKa3ye Ha 4Yac CTBOPeHHs 6/10Ky.

- Nonce - e uncoBMiA NapameTp, AKNM 06UYNCOETLCSA B MPOLECi MaHIHIY ANs 4OCATHEHHS
3a/1aHOTO PiBHA BaXKKOCTI xeLly 6/10Ky.
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- Bits - Lle MakcMManbHe YNCNO, ke He MOBUHHO BYTY NepeBULLIEHO ANs XeLly 610KY.

Lli nonsa cknagatoTb 3aronoBok 610Ky. OKpiM HUX, 610K MICTUTB iHLY iIHPOPMaLLito, Taky AK
TpaH3akLii, SKi BU6MpaEe MariHep AN BKAOUEHHS B 610K. [na o64ncieHHs xeLuy BCiX
TPaH3akLili B 610Ky 3aCTOCOBYETLCA anropntm Mepkna, akni reHepye 256-6iTH1IA xeww. Lie
3HaueHHA B BUKOPUCTOBYETLCA AN 06UYNC/IEHHS KIHLIEBOrO XeLly BCbOro 6710Kky. Po3mip
610Ky Ta Ki/IbKiCTb TPaH3aKLii MOXYTb BigPi3HATUCE [B] B 3a/1€XHOCTI Bif KOHKPETHOI
peanizauii Mepexi 6/10K4einH.

PucyHok 2.3 - MNocnigoBHMIA NaHLtor 610KiB

XeLi BUKOPUCTOBYOTbLCS A1 LUBUAKOIO BiAPi3HEHHS JaHMX O4HOr0 610Ky Bif iHLLIOro 6e3
HeobXiZAHOCTI MOPIBHAHHA KOXHOrO 6iTy, L0 3HaYHO NMPUCKOPHOE NMpoLec nepesipku
TpaH3akuir. KoxxeH 6710k Ma€ CBill 3aronoBok, BKIoYaouy B xeLl nornepeAHbLoro 610Ky,
KOpiHb fepeBa Mepka Ta CMMCOK TPaH3aKLuin, 3 AKNX nepLua 3a3Bmnyan € TpaH3akLi€0
BMHAropoAu 3a 610K. Hux4e noAaHo npuknag rnpouecy xelyBaHH:A 610kKiB. KoxeH 610K
XeLUYy€eTbCS pa3oM 3 rnonepeaHiM 6,10K0M, a B pasi BiACYTHOCTI nonepeHboro 610Ky, 610K
XeLlyeTbCs caM 3 coboto. Lli onepadii NOBTOPHOOTHECA 0 OTPUMAHHSA EAVHOMO XeLly - KOPeHs
AepeBa Mepkna, AKUiA Ciyrye NigTBepakKeHHAM JOCTOBIPHOCTI 610Ky Ta NPaBUIbHOCTI
pO3TallyBaHHSA TPpaH3aKLili B HbOMY.

NaHutor 610KiB € LLeHTPaNbHOK YaCTUHOK B10KYEH CUCTEMMU, LLIO MICTUTb ICTOPItO BCiX
npoBejeHnX TpaH3akLin B y Mepexi. KoxkeH y4acHUK Mepedki Mae MOBHY KOMito LibOro
NnaHutora, Wwo 3abesnevye geLeHTpanizoBaHy npupoay 61ok4eiiHy. Taka iHdopmaLiis
[LO3BOJISIE BiACTEXYBATU KiNbKiCTb KPUNTOBAMOTU Ha byAb-AKilh agpeci MPOTAroM NeBHOro
nepioay 4acy. TpaH3akLiis 3a/IMWAETLCA HEMIATBEPAXKEHO, MOKM AaHi MPO Hel He byayTb
3rpynoBaHiy 610k. B KoxxeH 6710k B NaHLIIOTY Ma€ nuvle OfHY TOUKY BiAxoay — 6/10K, AKUIA He
Mae nonepegHuka. Cnoctepiratoun 3a 610kamMm Big OAHOIO A0 iHLIOMO, MY MOXEMO MOMITUTI
riAKyBaHHS, Ae KOXeH HaCcTyNHUM 610K MOXe MaTu pPi3HUX nonepeaHunkie. Yepes Te, WO
610K CTBOPHOOTHLCSA PiISHMMM MaliHepamMm OAHOYACHO, MOXYTb BUHUKATW CUTYyaLii, KON
OAVIH i TOVi Camunii 610K € monepeaHiM Aas ABoX abo binbLue HacTynHUX 6510kiB. KoxeH 610K
MOXe MiCTUTU iIHpOopMaLito MPOo TPaH3aKLil He e CBOro 6,10Ky, a  nonepegHix. KoxHa
rifka B naHUory piBHonpaBHa, MOKM OZHa 3 HUX He CTa€ KOPOTLUOHO 3a iHWy. CucTtemMa
aBTOMAaTUYHO BMOMPAE AOBLUWIA NTAHLIOT, iITHOPYHOUM KOPOTLUI MKW, TpaH3akLii, Wo yBiwan
[0 KOPOTLUOI FifIKK, CTalOThb HENiATBEPAKEHVMY | BTPaYatoTLCA.

PucyHok 2.4 - MNMocnigoBHa CTpykTypa 610KiB

My6niyHa 6a3a 36epirae iHpopmauito npo Y BCi TpaH3akuii y He3alwndpoBaHOMY BUTNALI.
Ana YHUKHEHHSA NoABIIHOrO BUKOPUCTaHHSA OAHIEI CyMU, 3aCTOCOBYHOTLCSA MITKM Yacy
LWASXOM pPO36UTTA NaHutora Ha 6n1oku. B KoxkxeH HoBUIA 610K NiATBEPAKYE TPaH3aKLii, | AaHi
NPO HUX MICTATBCA Y BCiX NonepeaHix 610kax.
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NaHutor 6nokyeriHy Bijobpaxae feleHTpanisoBaHy CUCTEMY, LLIO He ONepye LeHTPanbHUM
BY3/10M, a KEPYETLCHA PO3MOAiNoM AaHnX. KOHTPOb Haj Mepexeto 3abe3neydyeTbCs 3aBAsSKN
y4acTb BEINKOI KiNbKOCTi He3a/leXHUX y4acHUKIB. [ina 3abe3neveHHs 6e3nekn mepexi, KpiMm
AeLeHTpani3oBaHOI CTPYKTYPWY, BAKOPUCTOBYETLCSA KPUNTOBANKOTA — LMPPOBUIA aKTUB 3
PUHKOBOI LiHHICTIO. LIS BantoTa BUKOPUCTOBYETLCSA A/151 MPOBEAEHHSA TOPriBe/IbHUX
orepauin, nogibH1x Ao onepawii 3i 3BUYaNHNMN akTUBaMW. NpaBuna GyHKLIOHYBaHHS
KPUNTOBAMOT AN KOXKHOMO 6/10KYeMHY BCTAHOBIHOKOTLCA MOro BIACHVMY NpaBuiaMu.
3aranom, nporpamHe 3abesnevyeHHs nepegbavae KOMMNeHcaLito 3a poboTy KOMN'tOTepHOro
obnafHaHHs, sike BUKOHY€E GYHKLIT MOBHWMX BY3iB. [TOBHI By3/11 - Lie KOMN'tOTepU, SKi
3abe3neuytoTb GYHKLIOHYBaHHSA MepeXi i MOXYTb i3NUYHO 3HaXOAUTUCH B PiSHMUX MiCLAX.

Mepexa 610kueiiHa Ck1afa€eTbCs 3 MOBHUX BY3iB, AKi MOXHA YABUTWY SK KOMM'IOTEpW, LLO
BUKOHYIOTb MPOrpamMum 3 anroputMamMm Ans 3aXUCTy BCiel cnctemu. KoxkeH Takunii By30.
36epirae noBHy konito B BCiX TPaH3aKLil, L0 KOANCE 6y 3apeecTpoBaHi B NaHLOry
6nok4eriHy. OcKinlbK 06CNyroByBaHHS BY3/1iB BMIMarae 3HauHUX BUTPAT, KOHTPOAb Haj,
TpaH3akUisMU He € 6e3KoLITOBHVM. CaM anroputMm 61oK4YeriHy nepesbadac BUMHaropoay Ans
BY3/iB Yy BUTNAAI KPUATOBANOTU, TaKoi K BIiTKOIH.

PncyHok 2.5 - MpuHumnun ¢yHKLUioHyBaHHSA blockchain mepexi
2.4 KnrouoBi acnekTun TexHonorii blockchain
2.4.1 OcHoBM feleHTpanisauii y TexHonorii blockchain

[JeueHTpanizauisa B y TeXHoNorii 6n1oKYeH: nepexig 40 po3rnoAiieHoro ynpasaiHHA Ta
diHaHCaMK 6e3 LieHTPani3oBaHOro KOHTPOH. Lis KoHuenuis BUHMKNA 3 BIPOBAaKEHHSM
6/10KYeH-TeXHONOorIi, fie BCi y4aCHUKM MepeXi MatoTb OHaKoBi npaBsa. Y
[eLeHTpani3oBaHil cnctemMi 610KYenH TpaH3akLuii NiATBepAXYTbCS CNiIbHOTO, a He
LLeHTpani3oBaHMM OpraHoM. Lie AoCAraeTbCsa WAAXOM PO3MoAiny 064umncioBasibHUX pecypcis
Ta flaHNX MO BCbOMY CBITY 3 Ay610BaHHAM iHPOpMaLLil, WO 3anobirae BTpataM Ta MiHiMi3ye
edpekTMBHICTb DDOS-aTak.

[JeueHTpanisayis y KpUnNToBantoTi Bigirpae Knroqosy ponb y 3abe3neyeHHi 6e3nekn Ta
HAAINHOCTI TPaH3aKLil, a TaKoX 36epexKeHHI KOLWTIB KOpUCTyBayiB. IHpopmauia npo yci
TPpaH3aKuil pO3MoAiNAETLCA MiX yCiMa KOPUCTyBayaMuy Mepexi i NiATBEPAXKYETLCA
AeKiIbKoOMa He3aneXxXHUMU By31aMu, Lo POBUTB L0 CUCTeMY HEBPA3IMBOKO 40 MaHINynsauiin.
Hasnaku, y |} 6aHKIiBCbKMX CTPYKTYpax BUKOPUCTOBYOTHCSA LIeHTPaNisoBaHi cMcTeMu, AKi €
MeHLL 6e3rneYyHnMK, a WBUAKICTb TPaH3aKLUil 3a1eXNTb Bif 3aBaHTaXKEHHSA Ta NOTY>XHOCTI
nokanbHux cepsepis. ff] Benuka KinbKicTb y4acHUKIB y 6/10KYeiH-MepeXi, po3nogineHnx
No BCbOMY CBITY, CNPUSAE NiABULLEHHIO NOTY>KHOCTI Ta WWBUAKOCTI onepawin.

[JeueHTpanizoBaHa cucTeMa Ma€ BaXJINBY MepeBsary y BiACyTHOCTI 3a/1€XHOCTI Bif,
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30BHILLHbOrO peryntoBaHHA. Hanpuknag, SKLWwo npaBoOXOPOHHI opraHu BurpiLllaTh
BTPYTUTUCb Ta KOHPICKYHOTb MPUCTPOI Ta PO3PO6KM BNaCHMKA, B AeLeHTpani3oBaHi cncremi
Le HeMOXNMBO. TeXHONOoris 610KYeNH Ma€ BiAKPUTUIA AOCTYM, a MOTY>XXHOCTI PO3NoAiNneHi Mix
BE/IMKOIO KiJIbKIiCTHO YYaCHUKIB. TakKMM YNHOM, KPUNTOBAaKOTA 3a/IMLLIAETLCA M03a KOHTPOJIEM
B/1IaAW, a il BapTiCTb BU3HAYAETLCA BUKJIFOYHO NOMUTOM Ta npono3suieto )} KopucTyBayis.

Mpuvknag feLeHTpani3oBaHOro ynpas/iHHSA MOXHa CrocTepiratv Ha KpUNTOBaMKOTHUX
6ip>cax. Lli 6ip>i, nobysoBaHi Ha TexXHONOrii 6N10KYeliH, J03BO/ISAIOTE KOPUCTYBaYaMm
MaLoBaTN KOHTPOb Hag CBOIMW KowwTaMu. B Y NOPIBHAHHI 3 LieHTpanizoBaHUMK 6ipxxamu,
Ae ll npuBaTHI KAtoYi 36epiratoTbCsa Ha cepBepax bipXi, AeLeHTpani3oBaHi eIeKTPOHHI
BaJIFOTM MOBHICTIO YNPaBAsAOTLCA '|'x B/IaCHMKaMW. BNacHUK Ma€e MOXNUBICTb
3/iCHIOBATM TpaH3akLii Ta OTPMMYBaTW JOCTYN A0 CBOrO ramaHus. Y BUNagKy
LleHTpanisoBaHol cMcTeMu, KOLLTK 36epiratoTbcs Ha 6aHKIBCbKOMY paxyHKY ¢iHaHCOBOrO
3aKknagy, AKNM Mae NpPaBo Ha 6/10KyBaHHSA Ta 3HATTSA LMX KOLUTIB.

Bitcoin € ogHMM 3 HaviBigoMiLLnX ] NPUKNAAIB AeLeHTPanisoBaHoI KpUnToBaaoTu. Lis
e/leKTPOHHa BaJlloTa BiZJoMa CBOEK BiJKPUTOIO Ta MPO30POI0 c1cTemMoto 8] 6/10KYeilH, sKa
[03BOJIAAE BiACNiAKOBYBaTU BCHO iCTOPItO TpaH3aKuin. OAHaK y4acHUKK Mepexi
3a/INWATLCA aHOHIMHUMU. PO3PO6HMKM MPOAOBXYHOTL NPaLtoBaT Haj PO3BUTKOM Ta
BAOCKOHANEHHAM L€l 610KYeiH-CUCTEeMM.

LLle oAHi€to 3 BiAOMUX feLeHTpasnizoBaHNX KpunToBantoT € Ethereum. La kpunTtoBantoTa
BOJIOZi€ BNacHoto nnatdopmoro, Ha [l AKii pO3pobHMKM MOXYTb 3amnyckaTu CBOI BAACHI
KpUATOBaNtOTHI NpoekTn. Ethereum € nonynapHOO BankOTO i 3aiMaE gpyre Micue 3a
KaniTanisauieto, nicna Bitcoin. OcHoBHa meTa Ethereum nonsraey 3giricHeHHi poni p,nﬂ
06MiHy pecypcamm.

LLle ogHiero ] BiZOMOIO AeLleHTPasi30BaHOO KPUMTOBAJIOTO, fKka 3'asunaca i} y 2012
podui, € jij Ripple. Lia kpuntoBantota ] akTMBHO CMiBMNpautoe 3 $piHaHCOBMMIN YyCTaHOBaMU
Ta ypsagamu il 3 MeTOr CrpOoLLeHHS r1o06anbHOI CUCTEMU TPaH3aKLii. Xo4a BapTo
BiA3HaUMTK, WO B LLleHTpani3oBaHi mepexi Ripple KoxxeH By30/1 06MPaEeTbCst KOMMAHIEL0.

2.4.2 NMpunHuun BigKpmnTOCTI B MepeXi blockchain

MpuHUMN npo3opocTi B B Mepexi 610K4YeriH 0bMeXye MOX/INBICTb 36epeXKeHHs
KoHigeHUirHOCTI y Uili i cncTemi. B Ll TeXHOoNOorii 0CObUCTICTE KOpUCTYBaYya
Bif0BpaXaeTbCa y BUrNAAI YHIKaNbHOro kpuntorpadiyHoro katoya. Npwu aHanisi ictopii
TpaH3akUir B1 nobaumTe nuLLe 3anncn 'y BUrnaji
«21Mf82jf023Kf92dfasfk291kfds821ksdf2F)K2| fj Bianpasus 1 Bitcoin», He 3Haroun
KOHKPeTHOI 0cobu 3a UMM ktoyeM. Le BigKkprBaE MOXNMBICTb aHani3yBaTy BCi GiHAHCOBI
onepadii, Aki 6ynn 34iMcHeHI Yepes Lo agpecy, He po3KpmBaroum ocobuctoi iHpopmauii. Lie
MOXe ByTN KOPUCHUM, Hanpuknag, ANs NnpoBejeHHs ayamTty GiHaHCOBOI Ai/IbHOCTI
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KOMMaHil, AKi NparHyTb 36epirat KOHIAeHLUiNHICTb CBOIX diHaHCOBKX onepauii.
PucyHok 2.6 - lMpouec TpaH3akuii Bitcoin

Mpuknag TpaH3akuii y Mepexi Bitcoin. Bkitouae xew onepadii, nybnivHi agpecu BignpaBHMKa
Ta OTpUMyBa4a, CyMy nepesogy, Yac Ta AaTy NpoBeAeHH:A onepaLlil, ctatyc (He
nigTBepaxeHa), Ta BuHaropogy MariHepy (0.00031887 BTC). Cyma TpaH3aKLii Ha MOMeHT
BUKOHAHHSA cknagae 239.53%, a BuHaropoza maliHepy cTaHOBUTb 3.11%.

2.4.3 Crinkictb blockchain go 3miH

He3aMiHHiCTb 610K4YelHy 3abe3rneuyeTbCcs €] 3@ ZONOMOror KpUNTorpapivuHmX Xew-epyHKLA.
Li dyHKUiT 6epyTb Ha BXiZ 6yAb-KUIA PAAOK AaHWX Ta NepeTBOPIOOTL NOro B ¢piKCOBaHY
AOBXUNHY BUXIAHUX JaHUX. Hanpuknag, Ans KpunToBantoTy Bitcoin BUKOPUCTOBYETLCS
anroputm xewlyBaHHA SHA-256.

PucyHok 2.7 g - Npuknaz BUKOPUCTaHHA anroputmy SHA-256 ans windpyBaHHA AaHUX

KpuntorpadivHa xew-byHkuia SHA-256 rapaHTye, WO 6yab-aK1IA BXiAHWUIA pSfoK byae
nepeTBOpeHni B pe3ynbTaT GikCoBaHOI AOBXMHM - 256 6iT. Lia ocobamsicTb 0c0611BO
KOpMCHa npm 06pobLi BeNnKmnx 06caris AaHnX, OCKiNbKN Ans 36epexeHHs i
BiACNIAKOBYBAHHSA LMX AaHUX AOCTAaTHLO ML 3anmMcyBaTy iX XeLw-KoAu. HaBiTb HalMeHLUi
3MiHW B BXiHOMY PSiKy NPU3BOAATL A0 iCTOTHUX 3MiH Y BUXiZAHOMY XeLli, Lo pobuTb xeLu-
byHKLi0 HAZINHUM IHCTPYMeHTOM B ANS NepeBipKu LiNiCHOCTI JaHWX.

3 [E] NOTEHUIAN BUKOPUCTAHHS [E] TEXHONOTTE BLOCKCHAIN Y
TENEKOMYHIKALIAHWX [l cCTEMAX

3.1 Blockchain B TenekomyHikaLlist
3.1.1 NMnatdopma BubbleTone

Mpobnema Mi>XHapoAHOro POYMiHIy BUMarae 3Ha4HuUxX BuTpart |} AK A1 onepaTopis
mobinbHoro i} 38'a3Ky, il TaK i 419 abOHEHTIB Yy BCbOMY CBITi.

BubbleTone - ue iHHOBaLiiHe TenekoMyHiKaLiiHe pilleHHS, Lo 6a3yeTbcsa Ha [} TexHonoril
Blockchain. Lie pilueHHs cTBOpeHe Ha OCHOBI NPMBATHOI 6/10KYelH-MepeXxi, ika 3abe3neuvye
aBTOHOMHe peryntoBaHHA TapuiB 3a MidXKHapoAHWUI poyMiHr. BubbleTone € i} nepLuoto
AeueHTpanizoBaHot ekocuctemoro, i Ska A03BOASE onepaTopam MObiIbHOrO 3B'SA3KY,
KopucTyBadaM TeniedOHIB Ta NocTavasibHMKaM NOC/yr B3aEMOAiaTy 6e3nocepeaHbo. i Lis
cucTemMa 3'eHye [l orepaTopiB i KIHLEBUX KOPUCTYBaYiB Y BCbOMY CBIiTi 3@ JOMOMOro0
610KYENH-TEXHONOTIN.
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3aBaHTaxuBLLV )} 6e3kowToBHNI foaaToK BubbleTone, kopucTyBaudi MOXyTb OTpUMaTHh
AOCTYN A0 POYMIHIOBUMX NOCAYr 6e3 HeobxigHOCTi KynyBaTu SIM-kapTu MicLieBUX orepaTopis
YK BUKOPUCTOBYBATW fopori Tapndu Big cBoro nposangepa. CucremMa aBToMaTUYHO
BM3HAYa€ MiCLe3HaXOKeHHSI KOPMUCTYBaya Ta HaZae MOXIMBICTb BUOOPY MicLeBUX Tapudis
onepaTopiB 3aMiCTb POYMIHry. Lie 403BONSIE 386KOHOMUTW KOLUTU Ta OTPUMATU 3pYYHWNIA
A0CTYN A0 MO6iNbHOro 3B'A3Ky y 6inbLu Hix 80 Ji}j KpaiHax CBiTy.

MpamMe NigKNOYEeHHS, ske BNPOBaAXYETbCA B LLbOMY A0AATKY, 403BOJISE KOPUCTYBaYaMm
OTPMMYyBaTU JOCTYN A0 BUCOKOSAKICHOro LTE 3B'a3ky ] 3@ 4OCTynHUMU LiHamu. BubbleTone
BUKOPUCTOBYE KOHCEHCYC PoS ansa epekTnBHOI 06p06KIM BENVKUX 06CAriB

iHTenekTyanbHUX gaHux. Llen goaatok € abcontotHO [l 6€3KoWTOBHUM A5
3aBaHTaXeHH$, BN OrJiayvyeTe nmu.le 3a nocsyrm oneparopa. La moxnmeicTtb cTae
MOX/MBOI 3aBAAKM TOMY, Wo BubbleTone oTpmnmye kKowmicito Big nocTayanbHUKIB NOCAYT 3a
KOXXHOI0 HOBOIO KOPUCTYBaya, IKOro BOHW NMpUBEPHYN.

Lia cucteMa CTBOPHOE MeXaHi3M 4191 orepaTopis 3B'A3KY, A& BOHW MOXYTb MPOMOHYBaTW CBOI
nakeTu Nocnyr yepes CMapT-KOHTPAKTN Ha PUHKY. B BOHM MOXYTb CTBOPIOBaTH,
ny6nikyBaTn Ta ynpasBasTy CBOIMM NPONO3ULiaMU, SKi 6yayTb AOCTYMHI ANS IHLWINX
onepaTopiB. KopucTyBadi onepaTtopiB MOXyTb BUO6MpPaATK B6axkaHi Npono3uLii Ta onaavysaTu
iX. Lle akTBYy€ CMapT-KOHTPAaKT, AKMA aBTOMaTUYHO rnepejac KOLWTY Ta iHWi geTani yroam
MiXX onepaTtopamu. BukopucTtaHHSA TexHoNorii 6/10KYeriH JO3BO/ISE ornepaTopamM B3aEMOZIATH
Mi>XX 06010 8] edekTVBHO Ta 6e3neYHO, CNPOLLYHYM Npouec y3rogxkeHHs yroz [10].

MepeBaru cnctemu BubbleTone ana kopuctysauis:

- 3ab6e3neyeHHs MOXIMBOCTI 34iIMCHIOBATN A3BiHKM 3a BUTiAHUMW Tapudamu y byab-sKil
TOuYU CBITY 6e3 HeOobXiAHOCTI NiAKNOYEHHS 40 MiCLLeBMX OnepaTopis;

- 36epexxeHHs MOb6iIbHOro HoMepa 6e3 HeobXiAHOCTI 3MiHIOBaTK 1ioro.
MNepeBarn cuctemn BubbleTone ans onepatopis:
- 3abe3neyeHHs KOXKHOMY onepaTopy A0AaTKOBOI pekiamu;

- HaZlaHHS MOX/IMBOCTI KOXXHOMY orepaTopy oTpmMaTu 6e3nocepejHin Aoctyn Ao
MiDXKHapOAHOI0 PUHKY 3 MOX/IMBICTIO 3aJly4YeHHA HOBUX KJIEHTIB.

PrncyHok 3.1 - MpuHUmMn ¢yHKLUioHyBaHHS naatdopmm BubbleTone
3.1.2 NMpoTtotun poymiHrosoro blockchain -piieHHs Big koMmnaHii IBM

CninbHWIA NPOEKT ABOX BiAOMUX KOMMaHIl Syniverse i IBM cnpsiMoBaHMin Ha po3pobKy
nepeAoBOro pPiLleHHs A9 POYMiHTY, BUKOPUCTOBYHOUM TEXHOJIOTiIHO 6/10KYEH 3 BiAKPUTUM
BUXiAHUM KoZoM. Ls iHiLuiaTBa cTBOpEeHa 3 MeTOH0 MNoJierweHHs KOoOpAVHaLii Ta
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aBTOMaTUM3aLil BAKOHaHHS YyroZ MiXK MOBiNnbHUMK ornepaTtopamu. 3aBAAKN BUKOPUCTAHHIO
PO3YMHWX KOHTPAKTIB, MOXHa CTaHAAPTMU3yBaTV Npasuia Ta NpoLecn, a TakoX peryntoBaTi
TpaH3akUil MiX yyacHUKamu. e cnpuatnme nigBuLLieHHIO epeKTUBHOCTI pObOTH KNIEHTIB Ta
CNPOCTUTL BUPILLEHHS NOTEHLIMHNX KOHPAIKTHNX CUTYaLin B 6i3HeCI.

MNpobnema. MNoctavanbHUKM Nocnyr 3B'A3Ky (CSP) 4acTo MatoTb TPYAHOLL 3 YNPaBAiHHAM
aboHeHTaMW, LLLO KOPUCTYHOTLCA MOCayraMm poyMiHry B mepexax iHwmx CSP. Hacto BOHW He
MatoTb MOBHOI KAPTUHW AiS/IbHOCTI CBOIX aBOHEHTIB Y Takmx cuctemax. Obpobka nnatexis
AN KNIEHTIB, WO NOA40POXYOTh, BAMArae 3Ha4HOro yacy yepes yyacTb TpeTix CTOpPiH. Takox
aKTya/IbHO 3a/NLLAETHCA NPobaeMa BUABIEHHS Ta 3anobiraHHS LLaxpancTey, SKa
NPU3BOANTL A0 BTPAT NpoBanepis y po3Mipi noHas 40 MinbapaiB A0NapiB WOoPiYHO.
3N10BMUCHUKN MOXYTb OTPUMATU A0CTYN L0 MepexXi aboHeHTa, KNOHYHUU 0ro
pPOyMiHroBuii Npodinb.

PilweHHsA: B po3pobneHin bisHec-mogeni punc.3.2, BpaxoBaHo:

- aboHeHTCbKi SIM-KapTw, AKi iaeHTNdIKyoTbCA 3a HoMmepamu MSISDN i BUKOPUCTOBYHOTLCS
ANSA 34iIICHEeHHS Ta OTPUMAaHHS A3BiHKIB;

- CSP, ki gitoTb AK JOMAaLLHI onepaTopu abo poyMiHIroBi napTHepu aboHeHTCbKX SIM-KkapT.
PncyHok 3.2 - CtpaTterisa BuKopuctaHHs TexHonorii blockchain komnaniero IBM
PilweHH:A nepesbavac YOTUPU CLEeHapil BUKOPUCTAHHSA:

- ABTOMaTMYHa igeHTudikauis aboHeHTiB y poyMmiHry. Konv aboHeHTHa SIM-kapTui
nepexoanTb 40 MepeXi pOYMiHrOBOro napTHepa, cMcTemMa aBTOMaTUYHO BU3HAYaE A0ro
NPUCYTHICTb Ta aBTEHTUPIKYE AK KopUcTyBaya. licnsa Lboro Tapudy OHOBNKOKOTLCA 3
BUKOPUCTAHHAM GYHKLIT OHOBNEeHHS Tapudib.

- BuctaBneHHs paxyHkiB aboHeHTaM y poyMmiHry. licna aBTopu3avii aboHeHTa, BiH MOXe
34IVICHIOBATY A3BiHKW Yepes Mepexy POyMiHroBoro naptHepa. @yHKUil "BUKAVK" Ta
"3aBepLUEeHHS BUKINKY" BUKOPUCTOBYHOTLCA A1 YNPAB/iHHA A3BiHKAMW, | KOWTY 338 HNX
PO3MNOAINATLCA MiXK ONepaTtopom Ta NapTHEPOM Ha OCHOBI 3a3HaYeHNX Y CMapPT-KOHTPAaKTI
BiZCOTKIB.

- BuaBneHHs waxpancrea. Cnctema BUSBASE Waxpancbki SIM-kapTKuy, WO HamararTbCs
BUKOPUCTOBYBaTV TOW caMmnii Homep MSISDN, Lo 7 icHyroui kKopucTyBaui. Lii cnpobwu
iAeHTNOIKYTbCS, @ 3N10BMUCHNKAM BJIOKYETLCA MOXINBICTb 34iACHIOBATU A3BIHKU.

- YnpaBniHHA pecypcamun. CcTeMa BCTAHOBJIKOE FPaHNYHe 3HaYeHHS pecypciB, AOCTYMHUX
aboHeHTy 3a rioro TaprdHUM NaaHoM. Konv aboHeHT HabIMXKAETLCSA A0 LbOro NimiTy, BiH
CNOBILAETHLCSA MPO L&, | MOMY NPOMOHYETLCA MOXAUBICTb 3MiHU Tapudy. 3MIHU MOXYTb ByTH
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NPUWHATI abo BigXMNeHi aboHeHTOM, | NoAanbLui A3BiIHKM 06p06As0TLCSA BiANOBIAHO A0
NPUAHATOrO PiLLIEHHS.

MNepeBary 610KYeNH-PiLLEeHHS Bij KOMMaHii IBM:
- aBTOMAaTM30BaHe Yrnpas/liHHA KOHTPaKTaMn MiX AOMAaLLHIM Ta pPOyMiHIOBMM ornepartopamu;

- WBKMAKA 06pobka TpaH3akLili 6e3 HeobXigHOCTI 3anyyeHHs nocepeaHukis, il Lo
npun3BoANTbL A0 eKoHOMIT K )} 415 ] onepaTopi., TaK i AN KOPNCTYBaYiB;

- HaginHa cuctemMa igeHTndikauii KopncTyBayiB A48 3aN06iraHHA LWaxpancTey;

- HaACWNAHHA MUTTEBUX CNOBIiLLeHb Npo npobaemu ||} 3 TapuPHUM MaaHOM B peanbHOMY
yaci.

3.1.3 CtBopeHHSA Mepexi IRBIS 3 BukopuctaHHam blockchain TexHonorin

MNpobnema. B KOHTEKCTi cy4acHMX MObIiIbHUX TEXHONOTIN iCHYE BMCOKa NOoTpeba y
3abe3neyeHHi 4OAATKOBOrO PiBHSA 6e3nekn ANns KOPUCTYBauiB, W06 3anobirTi MOX/INBUM
KibepaTakaM. 3N10BMUCHUKN MOXYTb OTPMMYBaTV AOCTYN 40 napamMeTpis npodinto
KopucTyBaua, agpecm HLR (Home Location Register), e 36epiratotbcs Li i} napameTpu, a
Takox agpecu i} VLR (Visitor Location Register), j}j e 36epiraeTbcs iHbopmauis npo
MicLe3HaxomkeHHs aboHeHTa. KpiM Toro, 310BMUCHUKW MOXYTb BUKOPUCTOBYBATM MeTOAM
nepexonsieHHa SMS a6o i} NpocyxoByBaHHA TenepoHHUX PO3MOB.

PilweHHs. KomnaHrisa SC Telecom nponoHye HoBuI NpoAyKT nig Ha3soto IRBIS, akuii
CNPAMOBAHWI Ha NiABULLEHHSA KOHigeHUinHOCTI [l TenePoHHMX A3BIHKIB MO BCbOMY CBITY.
MpoekT AN eKOHOMIYHO po34inAeTbCsA [l Ha ABi YaCTUHW: GiaTHY | KPUMTOBAJIOTHY.

®PyHKLioHan ¢piaTHOT YaCTUHW J03BOJISIE KOPUCTYBaYaM NonoBHoBaTy 6anaHc i} Ans
3/liNCHEeHHSN A3BiHKIB Ta HaAcunaHHA noeigoMneHb. SafeCalls Telecom € kaHanowm, o
BUKOHYE QYHKLT aBOHEHTCLKOro 6iMiHry, TO6TO 3HIMaE KOLITW 3 paxyHKiB KOPUCTyBaYiB
i NpoBoANTL [} N/1aTeXi onepaTopam 3B'A3KY 3@ BUKOPUCTAHI KaHann 3B'A3KY.

SafeCalls Telecom He onepye LeHTpanizoBaHo 6a3oro AaHuX y gonapax CLUA ans
6anaHciB i TpPaH3aKLin, HEOBXiAHNX A5 KOPEKTHOro po3paxyHKy KOPUCTYBaNbHULBbKIMX
naaTexiB Ta KOMICili. 3aMicTb LibOro, CCTeMa BUKOPUCTOBYE JeLeHTpai3oBaHy CTPYKTYpY,
fIKa CKNAJaETbCA 3 MapLLPYTU3aTOPiB Ta 610k4eliHy. bnokyeiiH 36epirae Tapndwm pisHUX
onepaTtopiB 3B'A3KY, PEECTPYE MapPLLUPYTU3aTOPWV B MepeXi, BUKOHYE NnaaTexi Ta 3arnyckae
CMapT-KOHTPaKTU Ans po3paxyHky )] Nnatn 3a BUKOPUCTaHHS MepeXxXeBunX poyTepis.

®iaTHa YacTHa CUCTEMU BUKOPUCTOBYETLCS A1 06pobKkm TenedOHHMX A3BiHKIB, nepesadi
MOBinbHOro Tpadiky Ta 3abesneyeHHs NPUBAaTHOCTI KOPUCTYBaYiB uepes PyHKLi, Taki K
aHOHIMi3auis HomepiB TenedoHis Ta i} 3MiHa TeMb6py rosaocy.
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PucyHok 3.3 - MpuHunnu ¢yHKLioHyBaHHSA Mepexi IRBIS

Lle 610KYeliH-pilleHHA Ma€ BaX/IMBY NepeBary B 3aX1CTi NPMBATHOCTI KOPUCTYBAYIB, LLIO
3abe3neyye HeJOCAXHICTb ANSA BIACTEXEHHS IXHIX Aili Ta HEMOX/IMBICTb MPOCYXOBYBaHHSA
IXHiX pO3MOB.

3.1.4 Mnatdopma ansa blockchain po3pobku Big Cisco

Cisco iHBeCTye 3HauHi 3ycuna y CTBOPEHHS BIaCHOT 610KYenH-NNaThopmMm, CPpsIMOBAHOI Ha
BiAMOBiAb Ha NOTPebU Pi3HNX CeKTOopPiB NPOMUKCIOBOCTI. g nnatdopma cknasaeTbCs 3 pisHUX
PiBHIB, KOXEH 3 AKNX BKJIKOYAE Habip cnyx6, AOCTYNHMX Yepes cneuianbHi iHTepdencn.
Cepej, OCHOBHMX KOMMOHEHTIB NaaTtdopMu - piBeHb KOMYHiKaLin Ta 6a3a gaHuXx, AKi
AOMOBHIOKTLCA MeXaHi3MaMU LUTYYHOIO iHTeNeKTy ANs NoKpaLLeHHs GYHKLIOHAaNbHOCTI.
TakoX BaXNMBUMU € ieHTUIKaLiMHNIA Ta 3aXUCT KopucTysadiB. Ua nnatdopma Cisco
CAPsIMOBaHa Ha CTBOPEHHSA eKoCnCTeMU, sika 06'eHY€e NpoBalifiepis, PO3POOHIKIB
NPOrpaMHoro 3abesrneyeHHs Ta KOHCYbTAHTIB 415 CNiJIbHOT PO3PO6KW rasy3eBux pilleHb
ANA NiANPUEMCTB.

LleHTpanbHO 0COBAMBICTIO M1AaTPOPMU € BUKOPUCTAHHA CMApT-KOHTPAKTIB, AKi J03BONSAOTH
aBTOMaTM3yBaTW Ta YNPaBAATK yrogamu. PiBeHb KOMYHiKaLiil Ta po3noginy BiAnNoBifaE 3a
B33aEMO/iI0 MiXX By3/1aMn 6/10KYENHY B YMOBaxX KOHCeHcycy. MNMpu ouiHui HOBUX 6/10KYeinH
TEeXHONOTI ANs NiIANPUEMCTBA, BaX/IMBO BPaxoByBaTW NerkicTb BNPOBaAXeHHS Ta
ynpaBAiHHA MepeXxetro, a TakoX MOX/IMBICTb iHTerpaLii 3 icHyrounmu cuctemamu. Naatdopma
HaJa€ 3pyYHi iHTepdencn Ansa LOCArHEHHS LX Linei Ta CNPOLLeHHA BUKOPUCTAaHHS.

Mnatdopma Cisco BiAKPUBAE MOXIUBOCTI AN BUKOPUCTAHHSA Pi3HUX IHPPACTPYKTYPHUX
TEeXHONOTI, BK/It0Uatoum anapaTtHi Moayni. AnapaTHO-He3anexHuin 610K BU3HaYaE
CTaHAApPTW ANs 3abe3neyeHHs 6e3nekn Ha pPiBHi iIHGpacTpyKTypu.

OAHi€ro 3 NepcrnekTnB BUKOPUCTaHHSA 6aok4venH-nnatdopmu Cisco € BigCNifKOBYBaHHS
NPUCTPOIB, NiAKNOUEHUX A0 [HTepHeTy, Ans 3abe3neyeHHs HaAiMHOCTI NiAKNOYEHHS Ta
MOHITOPUHIY IXHbOI aKTUBHOCTI. 3 po3BUTKOM IHTepHeTy peueii (IoT) nepesbavaerbcs
3HAYHW NPUPICT KiIbKOCTI NiAKAOYEHNX NPUCTPOIB, Aocsratoum 6m3bko 20 Minbapais
npucTpois 2o 2023 poky. Y LibOMY KOHTEKCTi iAeHTUdikauist Ta ynpasBiiHHA NPUCTPOSIMU
CTalOTb K/IHOYOBMM 3aBAAHHAM 1A 3a6e3neveHHs GYHKLIOHAaNbLHOCTI Mepexi. Tomy
nnatdopma Cisco 6n0KHeNnH Ma€e NoTeHLian 3HaNTU WWMPOKE 3aCTOCYBaHHA B MabyTHbOMY.

PucyHok 3.4 - CTpykTypa TexHonorivyHoi nnatdopmu Big Cisco 3 BUKOPUCTAHHAM B/10KYeliH
TeXHOJIOriv

3.2 BukopuctaHHsA TexHonoril blockchain y TenekoMyHikauUiiHMX cnctemax
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3.2.1 BukopwucTtaHHs TexHonorii blockchain ans igeHTnéikauii kopncrtyBayis nig 4ac poymiHry

Y cy4acHoMy CBIiTi TeleKOMYHiKaLii pO3BMBalOTbCS BeMYe3HUMK Temnamu. NpoTe, 6arato
onepaTopiB 3B'A3KY BCe LLie KOPUCTYHTLCA 3aCTapiIMy TeXHOMNOTIAMW CUrHanisaLii gns
peecTpaLiii KopucTyBayiB y pOyMiHry. Lie npr3BoAnTb 40 3HAYHKMX 3aTPUMOK Y NpoLieci
aBTeHTU®IKaLl, YacTo A0 15 XBUANH YeKaHHSA. B enoxy WBMAKUX | MUTTEBUX BIATYKIB Bij,
nporpam Ta CepBiciB, Taki 3aTPUMKU CTatOTb HEMPUNHATHUMIN AN KOPUCTYBauiB.

LLle oAHVM CEPO3HUM HEeAO0NIKOM Cy4aCHNX TeNeKOMYHIKaLlih € BUKOPUCTaHHSA 3acTapinoi
cUcTeMu curHanisauii SS7, aka LeMOHCTPYE CBOH He3axXMLLEHICTb BXe MPOTAroM BinbLu Hix
10 pokiB. Lig Bpa3nmBicTb A403BOJISAE 3/I0BMUCHNKAM BUKOPUCTOBYBATW Pi3HI METOAN aTak s
OTPUMaHHSA KoHigeHUinHOT iHdopMaLii Npo aboHeHTIB Ta MaHiNyNBaHHA NAATIKHUMU
cnctemMamu. Lie Moxke ctaTm 3arpo3oto K 415 NPYBaTHOCTI KOPUCTYBauYiB, Tak i 418 6e3nekn
IXHiX GiHaHCOBUX JaHUX.

OkpiM 3a3HayveHNX HeJOoNiKiB, iCHYE LLie ogHa npobiiema, NoB'A3aHa 3 BapTICTHO MOCAYT.
TenekoMyHikaUiliHi KOMMaHii BUTpayvatoTb 3HaYHI GiHAHCOBI pecypcy Ha npouec
aBTeHTU®IKALil KOPNCTYBaUiB, NPOTe OTPUMYOTb HE3a0BIiNIbHI pe3ynbTaTu Bij
BUKOPUCTAHOI CUCTEMMU, LLIO He BiAMNOBIAAE CyYaCcHNUM BMMOram.

LLlo6 BMpilLINTK BULLE3rajaHi NnpobieMun, MPOnoHYETLCA BUKOPUCTAHHA TeEXHONOTIT 610KYenH
y TenekoMyHikauinHnx mepexax. Lie #03BonnTb ONTUMI3yBaTW NpoLec HajaHHA NOCyr Bij
onepaTopiB 0 KOPUCTYBAYIB LLISAXOM BUKOPUCTAHHS CyHaCHUX MEeTOAIB LWNGPYBaHHS, TakNX
AK SHA-3. KoxxeH onepaTtop OTp1MaE CBOKO Napy BiAKPUTUX Ta NMPUBATHUX KIHOYIB ANA
3abe3neyeHHs 6e3nekn. Igeq Nonsrae B CTBOPEHHI PEECTPY BiJKPUTUX KNHOUIB ANA KOXKHOIO
nocTavasibHVKa, WO CNpUATME 3aXULLEHOMY 3B'A3KY MiXXK HMMU Ta NOKPALLNTL poboTy
BiAMoOBigHMX cNyx6. 3auikaBneHi CTOPOHU BKJIHOYAKOTb OMepaTopiB Mepexi 3B'A3KY Ta
nocravasnbHUKiB nocnyr, a GSMA mMoxe BifirpaBati KN0UYOBY PO/b Y BIMPOBaAXKEHHI L€l
iHiLiaTNBW.

Puc. 3.5 Haslae cxemaTuyHe 306 paxeHHs iHTepdelriciB Ta OCHOBHMX KOMMOHEHTIB.
3acTocyBaHHA TeXHOJIOrii 6/10KYENH A03BONAE OrepaTopam CKOPUCTaTUCA NepeBaramm
CNiIbHNX CTaHAAPTU30BaHVX CXeM 06pO6KM TpaH3aKLil. Lie pilleHHs rapaHTye BUCOKWIA
piBeHb 6e3reKkn 3a paxyHOK Cy4acHUX MeTOoAiB WndpyBaHHSA Ta 3abe3neyye WBUAKMIA Yac
peakuil. TepmiH VPMN (BigBigyBaHa 3aranbHOAOCTYNHa Mepexa) BUKOPUCTOBYETLCA A5
NO3HaYeHHs Mepexi, SKy abOHeHT BUKOPUCTOBYE Nif Yac POYMIHry, BiAMIHHOI Big NOro
AOMaLLHbLOI cycninbHOI Mepexi (HPMN).

PucyHok 3.5 - CTpykTypa cmctemMu aBTopusaLii KOpUCTyBayda y pOYMIHIy 3 BUKOPUCTaHHAM
TexHosorii blockchain

3.2.2 OnTumisauisa cnisnpai Mi>Xk onepaTopamMm PoyMiHry 3a AOMOMOroK TEXHONOTIT
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blockchain

Po3BNTOK Ta NiATPMMKa POYMIHIOBMX CEPBICiB € BaX/IMBOK YaCTUHOK AiANIbHOCTI
TeneKoMyHiKaLiH1UX KOMMNaHii, ane yrnpaBaiHHA LMK cepBicamMmu Moxe ByT BUKANKOM ANS
ornepartopiB. SHUXEHHS BUTPAT Ha HaZaHHA NOC/Yr MOXe NPU3BECTU A0 3MEHLLEHHS iX
BapPTOCTi A/1 KOPUCTYBaYiB.

B3aemogis Mi>k onepaTtopamMu LLIOAO POYMIHIOBUX TPaH3aKLi € CKNaZAHMM NPOLLeCOM, KN
noTpebye 3HaYHUX 3yCUb | pecypciB. Lie BKkItOUae BeNVIKi BUTPATM Ha 0B6PO6KY naaTexiB Mix
npoBaligepamu Ta BMUpilLeHHA ¢piHaHCOBUX MNTaHb BiAMOBIAHO 40 3aKOHOAABCTBA Pi3HUX
KpaiH.

BnpoBaaXeHHS HOBOI CUCTEMU Y3rOpKeHHS A3BiHKIB Y pOyMiHIy MOCTa€ nepej psioM
BUKJINKIB, TAaKMX SIK 3aXUCT 0COBUCTMX AaHNX, 06pobka Benmkmx obcaris iHdopmaLlii Ta
3abe3neyeHHs 6e3nekm 06MiHy JaHNMU MiX KOMMaHIgMU.

Ansa BMpiweHHs uiei npobnemu pi3Hi KomnaHii, Wwo aitoTb y cdepi piHaHCiB, 06'egHaNNCA B
KOHcopLiyM. Lleli KOHcopLiyM BUKOPUCTOBYE 6/10KYEH-TEXHONOTIH0 A1 MPSAMOro 06MiHy
AaHVIMU MidXX orlepaTopamu. Takuin Nigxig 3abesnevye geueHTpanisoBaHy 6asy jaHuX Ta
MOXJINBICTb PO3LLUMPEHHSA CUCTEMUN. 3a JOMOMOIOH0 LIbOro KOHCOPLIYMY MOXHa CTBOPHOBAaTH,
PO3MNOBCIOAXKYBaATW, MepeBipATY Ta NiATBEPAXKYBaTU GiHaHCOBI yroawn. Lii yrogm rpyHTYOTbCA
Ha CMapT-KOHTPaKTax B paMkax 6nok4yeriH-mepexi. Cepes MOX/INBUX 3aCTOCYBaHb
diHaHcoBUX yrog €:

- CTBOPEHHS Ta yNpaB/iHHA XYpPHasOM TpaH3aKLii 3i CNUCKOM onepaui i po3paxyHkKis
BapTOCTi NOCAYT;

- nepeazpecauist TpaH3akLii KOPUCTYBaYyiB MiX Pi3HUMK diHAHCOBMMU onepaTopamu;
- 3anuT Ha onnaTy NOCAyr Bif KJliEHTa O4HOro orepaTopa A0 iHLOro;
- NiIATBEPXXEHHS BUCTaBNEHVX PaxXyHKiB Ta peecTpaLlif TpaH3akUuili B cCUCTeMmi;

- Y3rofKeHHs NAaTiXXHUX 6anaHciB MiXK diHaHCOBMMK ycTaHOBaMK 6e3 nocepegHMLTBA
TPeTiX CTOpPIH;

- @Hani3 NOTOKIB KOLUTIB Ta BUABMEHHSA CYMHIBHUMX Oonepawir 415 NoAanbLUOro AOCigKeHHS.

3aBAAKM BAOCKOHANEHOMY TeNeKOMYHiKaLiMHOMY piLleHHI0, KOMMNaHii OTprMatoTb 3MOry
epeKTMBHiLLe aHanisyBaTu AaHi 4 NpO BUKOPUCTAHHA NOCAYT i MOPIBHIOBATY iX 3 YyMOBaMWu
yroam 3 knieHtamu. Lle cnpusatume 6inbLuii Npo30pocTi Ta WBUAKILLOMY pearyBaHHK Ha
noTpebn KOPUCTYBauiB, LLIO B CBOKO Yepry npusseje A0 3HVXXEHHSA CepBiCHUX KOMICIN. ,[l,nﬂ
TeNeKoOMyHiKaLiMHMX KOMMaHil Taki 4 pilleHHSA TakoX 03HayatoTb MeHLi BUTPaTW P4 Ha
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o6cnyroByBaHHs, MoKpaLLeHHs 6e3rekn cncTteMu Ta NprBabaeHHs 6inbmo'|' KiIbKOCTI
KNieHTIB.

TexHiuHi 3ayBaxeHHs:

- [ocTyn Ao Mepexi Ta peecTpy Moxe 6yTu peanizoBaHUIn Yepes BiAKPUTI MexaHi3Mu P4 Ha
oCcHOBI TexHonorii blockchain, npu uboMy NpuBaTHI AaHi Ta TpaH3aKLUii MOXYTb 6yTU
3aWwndpoBaHi 1 06pobeHi 3a LJONOMOro CKAALHUX anropuUTMIB.

- 3aCTOCYBaHHS aJirOPUTMIB KOHCEHCYCY rapaHTYy€e BpaxyBaHHSA MoTpeb y nponyckHir
34aTHOCTI. [loBipeHi CTOPOHV MOXYTb BanifyBaTu Ta NepeBipATY TpaH3aKL;i.

- MiHimi3auis 06po6bKn JaHNX MOX/IMBA Yepe3 nepegady nmLie HeobxigHol iHpopmalii go
POYMiIHrOBOr0O By3/1a orepartopa.

MNepeBaru:

- 3abe3neyeHa 4 Npo30opicTb onepauin MiXk pOyMiHFrOBMMMW NapTHepPaMn 3a 40MOMOror
B3aEMHOIO CMOCTEPEXEHHS Ta 3acTocyBaHHA TexHonoril blockchain. MoxnuBicTb yknagaHHs
6araToCTOPOHHIX yroz P4 Ha OCHOBI KOHCEHCYCY 3 NepeBipKO0 BCiX TPaH3aKLiMHMX 3aMnciB.

- CMapT-KOHTPaKTM 3abe3neyvaTb aBTOMATU30BaHe BUKOHAHHSA yroZ P4 MiX yciMma
CTOPOHaMU. POYMiIHroBMIA onepaTtop MoXe OTPMMYyBaTK iHpOopMaLLito MPO KOPUCTYBaya,
HaZaBaTW MOC/Yr Ta PeECTPYBATU XXYpPHa BUKAVKIB Y cnifibHin blockchain 4 mepexi.
JlomalLLHin onepaTop MOXe MiATBEPAXKYBATU XYPHaN BUK/VKIB 3 PEECTPY POYMIHIOBOrO
ornepartopa Ta BUCTaBAATY PaxyHKW 3@ MOCYru.

- MoxnuBicTb 06p0o6KM B peasibHOMY Yaci JornomaraTme HerariHo PA 06pobaaTy TpaH3aKLji
Ta NigTprMyBaTn 6anaHc Mk onepatopamu. Lie P4 cnpuaTnmMe 3abesneyeHHIo NpoBanjepis
iHbopmauieto Npo P4 akTUUHI BUTPATU B KOXKHUIA MOMEHT Yacy Ans NiATPUMKK 6i3Hec-
NpPOrHosis.

- 3MEHLUEHHS BUTPAT YCyHe 3HaUHY Ki/IbKiCTb NanepoBunX JOKYMEHTIB Ta 3HU3UTb
BUTPATU Ha OOMIH KOLUTIB MiDK orepatopamMu. 3aBAsKN CMapT-KOHTpakTaMm, nposanjepu
MaTUMYTb CMNiNbHI PyLUii piLleHb.

3.2.3 3ax1CT NPUBATHOCTI Ta MOX/INBOCTI 3ap06ITKy

TenekoMyHikaUiiHi KOMI‘IaHi'I' MO BCbOMY CBITY CTUKAOTbCHA 3 BUKINKOM 36i/1bLUEHHS
BUTPAT Ha PO3BUTOK iIHGPACTPYKTYPU Ta 3pOCI0K0 NOTPeboto KOPUCTYBaYiB y Nepeaadi
BE/INKNX 06CAriB JaHMX. Lie nopogykye 3arocTpeHy KOHKYpPeHLLito cepej onepaTopis 3B'A3KY.
OAHI€ 3 KNHOYOBUX NPO6AEM, WO BUHUKAKOTb Nepes HUMU, € 36epexxeHHst MPUBaTHOCTI
iHpopmaLil. Y 3B'A3KY 3i CTPIMKMM PO3BUTKOM MONITUKM KOHPIAEHLINHOCTI AAaHUX CyHacHOro
CBITY, LeV npouec BMMarae 3axmcty iHpopmauii, Lo HanexumTb aboHeHTaM: Bif, Pi3HUX
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AOKYMEHTIB Ta 306paxKeHb 0 0COBUCTNX AaHWX Ta BUOOPY P4 XMapHOro cxoBuLLa. Takox
BaX/INBO 3ab6e3rneumnTi 3axXmLLEHICTb JaHUX, CTBOPEHNX CAMUMU KOPUCTYBayYaMu, Taknx K
TeKCToBi NoBifgoMAeHHs SMS, MicLLenonoXeHHs, iHTepecu, NpuabaHi nocayru Ta
nnatexi. KomnaHii 38'a3Ky 4 BUKOPUCTOBYHOTEL NIMLLE Ti AaHi, Ha AKi OTpUMann 3rogy Bij
KOpUCTyBauiB. MNpoTe BCe YacTille BUKOPUCTOBYETLCA PO3LLUMPEHa aHaNiTMKa, Lo onepye
BE/IMKMMUW LLleHTPanisoBaHUMU faHumu nopsz is i} nepesosMmm Metogamm MallMHHOIO
HaB4YaHHs. Lle go3Bonsie gocnigxysaTu 6inbLue iHGopMaLiii Npo KOPUCTYBaYiB.

YacTe npodintoBaHHsA 3a3BMYali BUKOHYETLCS )} B Pi3HUX rpynax abo kateropisx. AHani3
OTPUMaHNX JaHVX MOXe BK/IH0YATU AeTallbHi OLIHKW iIHTepeCiB KOPUCTYBaYiB Ta BUBUYEHHS iX
aKTMBHOCTI. 3 Ui€ro iHpOpMaLLi€rO TeNeKoMyHiKaLiHi KOMMNaHIT MOXYTb ONTYMI3yBaTK CBOKO
6i3HeC-NpakT1Ky Ta NpoLecn, BKIF0Yarouy pauioHanisauito CTBOPeHHs iHGpacTpyKTypu.

Y peanbHOCTI CUTyaLis MOAArae B TOMY, O HaBiTb AKLLIO KOPUCTYBaYi HaAalTb NpPAMY Ta
BCebiYHY 3roZly Ha BUKOPUCTAaHHA CBOIX JaHWX, BOHU MOXYTb 6yTN HeAOCTaTHBO
iHpOopMOBaHi npo Te, AK came Ui gaHi 6yayTb aHanisyBaTLCA Ta AN AKUX Linein KoMnaHii
6yAyTb BUKOPUCTOBYBATU Lit0 iHGOpMaLito. binbLicTe BMNaAKiB He nepesbayatoTb
OTPMMaHHA aboHeHTamMun piHaHCOBOI BMHAropoAu 3a taky iHpopmauito. Y Ton xe vac,
CBiTOBa 06i3HaHICTb KOPUCTYBaYiB MPO BaXIMBICTb Ta LiHHICTb X AaHNX NOCUNOETLCS.
MPUHATTA 3arasbHOro pernameHTy 3 3axucTy gaHux (GDPR) B €BponencbkoMy Cotosi
NPU3BOAUTbL A0 3POCTAaHHA BUMOT A0 OpraHisaLili, ki 3aiMatoTbCsi 06pO6KO BEANKMNX
obcsris iHpopmauii. GDPR BCTaHOB/OE BUMOTM LLIOAO 3roAu abo iHWKVX 3aKOHHKMX NigCTaB
AN 06pO6KN aHNX Ta MOBEPTAE KOHTPO/Ib HaJ, 0COBUCTUMN AAHNMMN KOPUCTYBaYaM.
MNMonoxxeHHs GDPR cTocyoTbCsA TPbOX OCHOBHUX aCNekTiB: BifCTEXEHHSA AaHWX,
KOH®}IAEHUIMHICTb Ta NpaBo Ha 3abyTTs.

Po3rnsHemo Tpu ocHoBHi acriekTy GDPR:

- YnpaBniHHA NepCcoHaNbHUMN AaHVUMU - NePCOHasbHI AaHi PO3MOBCIOAXEHI MO Pi3HNX
nporpamMax i cmcremax, siki 3a3Bmyari po3millyoTbCs Ha 6araTtbox cepBepax Ta LeHTpax
06po6kn faHnx. GDPR Bnmarae, w06 6yno Moxnmso oTpumMmysatu goctyn, [jfij NoBioMAATH
Ta BUAANATY 0COBUCTY iHPOpMaLLito 3a 3anNnMTOM KOpUCTyBaya abo perynaTuBHOMo opraHy.
BiacnigkoByBaHHs Takoro [ij NOTOKY AaHWX € CKNaAHUM 3aBAaHHAM, sike NoTpebye BMCOKOro
PiBHA 3aXUCTY.

- 3abe3neyeHHsa KOHOiAeHUIMHOCTI [l}] apXiTEKTYPWY - Lie BKIOYaE B cebe po3rnss pisHmMX
niaxoAis A0 NO6YAOBN CUCTEMHOT apXiTeKTypu 3 ypaxyBaHHAM PU3NKIB KOHPiAeHLiMHOCTI Ta
BiANOBIAHOCTI 3aXMCTy AaHKX. Li npoekTn oxonntoTe po3pobKy HOBUX IT-cnucTtem,
cTBopeHHs )] HoBMX GiHAHCOBUMX MPOAYKTIB Ta GOPMYyBaHHSA NOAITUKN O6MIHY AaHUMN 3
TpeTiMu CTOpOHaMN.
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- MNMpaBo Ha 3abyTTa - Le npaBo Gi3NYHKX OCi6 BUMaraTy BUAANEHHS BCiX CBOIX
0COBUCTUX AaHUX 6€3 3aTPUMOK. LIS MOXINBICTb MPOCTO 3AINCHIOETLCS LLUISXOM
BiAK/IMKAHHSA 3roin Ha 06po6Ky CBOIX AaHUX.

TexHonorig 610K4YeriH MoXe CTBOPUTY Pi3HOMAaHITTA AeleHTpasi3oBaHNX CepBICiB, e
B3aEMOZi0Tb y4aCHUKM 6e3 NoTpebu nonepesHbOi B3aEMHOI J0Bipy. CMapT-KOHTPaKTU
MOXYTb BUKOPWUCTOBYBATUCA A/151 BUPILLEHHSA NPobaeM, 3 AKMMUN 3iLUTOBXYHOTLCS
TefleKOMyHiKaLirHi npoBangepn. Y cuctemi 6noK4eriH faHi, Wwo 36epiratoTbCsd, MOXyTb 6yTH
K 0COBUCTUMU, TaK | kopriopaTuBHUMN, i} | BOHU MOXYTb ByTW HaiiHO 3alwnpoBaHi 3
BUKOPUCTAHHAM L€l TexHonorii. ] 3 TOUuKkM 30py NpaBa Ha 3abyTTs, 0COBUCTI AaHi MOXYTb
6yTI 36epexeHi B okpemomy ] CXOBULLi 3 KpuATOrpadivyHMUM xeLlem, A4oCTyn 40 AKOro
MOXe ByTn 3abe3neyeHunin Yepes Mepexy 610KYeH, Lo6 aboHeHT Mir Ierko B1umMaraTiu
BUAANEHHS CBOIX OCOBUCTUX AAHWX.

Lle pilueHHs BHOCUTb 3HAYHI MOKpaLLeHHS AN abOHEHTIB, OCKiNIbKM 3abe3rneyye nokpaLleHy
3axuLLeHicTb 4 0COBUCTUX AaHMX Ta MOX/INBICTb 06MiHY iX )} 3 BU6paHMUK CTOPOHAMMN.
BuKopucTaHHSA TexHOOorii 6/10KYeiH MoXe BUCTynaTu sk 3aci6 ana i} HagaHHA npaga
BNACHOCTI Ha AaHi abo no3Haykn Ha )] iHpopmaLito, 3a iky aboHeHTM noganu )} 3anuT Ha
BUAANEHHS.

I'IOCTaqaanMKy nocayr moxe 6yt BurigHo ) BCTaHOB/EHHSA HOBUX BiIHOCWH 3i
ceoimu i)} aboHeHTamu, i} A€ BiH MOXe Kpalle BUBUUTU iXHi NOTpebun Ta HajaBaTh iM
CepBiCcM Ha OCHOBI aHani3y fgaHnX. KoHiAeHUIMHICTb JaHWX Ta MPaBo BAACHOCTI
aboHeHTIB MOXYTb 6yTu i} 3a6e3neueHi i} 6inbLL NPO30PUMU Ta CTIVIKUMUK MeTOAaMU, HixX
Le 34iMCHI0ETbCA 3apas.

3.2.4 BnpoBagxeHHs TexHonoril blockchain y cuctemn niatpyMkm mepex 5G

Po3rnag HoBKX MiAXOAIB A0 BUKOPUCTAHHA TeXHONOrii 5G y cdepi MO6iNbHMX
TeneKoMyHiKaLil, ska obiLse 3Ha4YHO ﬂ NiABULLNTI WBUAKICTb Nepejadi JaHNX Y
NOPIBHAHHI 3 4G. BripoBag>XeHHS Lii€l TEXHONOTITI MOXe CTBOPUTU HOBi MOX/INBOCTI AN1S
6i3Hecy, Lo BMMaratoTb B3aEMOZIT 3 Pi3HUMW yYacHMKaMW, BKIHOYAOUY OrnepaTopis
MOGIIbHOrO 3B'SA3KY, PerynsiTopie Ta iHGPaCTPYKTYPHUX MOCTavanbHUKIB. B Y ToV Xe vac,
TeXHOO0riA 6/10KYeliH aKTUBHO BUKOPUCTOBYETLCA AN iAeHTUdIKaLii, peecTpauii Ta Banigau,ii
aKTWBIB | TPAH3aKLi, a TaKOX AN peryntoBaHHsS B3aEMOZii Ta E 06MiHY AaHVUMU MiX
Pi3HMMUN CTOPOHaMW. BupilleHHA 3aBjaHHA B|/|6opy HaWLWBWALLIONO i HAGAMXKYOro By3na
BXEe CTA€ KNOYOBUM aCrneKkToM AisNIbHOCTI TeJIeKOMYHiKauiHMX KOMMaHIK, | TexHoNoris
6/10KYerH MoXe J,OrMOMOrTY BNPOBaANTW BiANOBIAHI MeXaHi3Mu 4151 LIbOro.

E Ha cborogHillHin AeHb KOMYHIKaUiliHi cncteMu 3a3Bryait 6a3yoTbCs Ha LLeHTPasi3oBaHil
MOZeni KNiEHT-cepBep, Ae BCi NpaBua, Lo 36epiratoTbCsA Ha cepBepi, 3aCTOCOBYHOTLCSA A0
KOXHOro kopucTtyBayda. OgHak Taka MoAeNb MOXe NMPU3BOAUTU A0 3aTPUMOK i He 3aBXAM
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3abe3nevyBaTy 6e3nepeLlKoiHe NigKIFYEeHHSA NPUCTPOIB A0 MepeXi. Y 3aMiCTb LbOoro,
MOXHa po3rnsgaTn o6'eaHaHHa Mepex goctyny P4 GPRS, WiMAX, WLAN Ta Wi-Fi B 6nok4einH
Mepexy, e KOXHa Touka AocTyny, Hanpuknag, Mapwpytmsatop Wi-Fi un ctinbHnKoBa
6a30Ba CTaHLis, Moxe P4 BUCTYNaTu K By30 P4 MepeXi. [paBuia B3aEMOZiT MiXX Pi3HUMMU
Mepexxamu MOoXyTb P4 6yTu P4 BCTAHOB/EHI Y CMapT-KOHTPAKTaX, ki MatoTb AMHAMIYHUIA
XapakTep, TOMy NP 3MiHi NONITUKM NOTPIOHO NLLE BHECTV 3MiHWN B KOZ KOHTPaKTy. Konn
NPUCTPIN Nepesae CBOE MicLLe3HaXOAKeHHS, P4 BY30a AOCTYNY, AKUIA Moxe 4 3abe3neuuntu
HaVikpaLly WBWAKICTb, HaAa€ P4 NOCayry kopuctysady. Lie 3abe3neuye P4 6e3nepebinHy
B33aEMOZII0 P4 MK Mepexeto Ta KopucTyBayeM, a 4 TakoxX NpocTe po3paxyBaHHA 3@ NOCAYr
MK pPi3HUMK By3n1amMun. Hanpuknag, sKLo JOCTyn A0 NPUCTPOIO 3abe3nedyeTbcs P4 yepes
mepexxy WLAN 4 odicy um AomMaLLHbOIT MepeXxi, KpunTorpadivuHuii P4 nposaingep
aBTOMAaTVYHO 3MeHLLYE P4 paxyHOK BiANOBIAHO A0 YMOB KOMMAaHI.

LLIBUAKWIA PO3BUTOK OBCATIB AaHUX Y MOBINbHIM Mepexi 5G nigkpecnms noTpeby B
IHHOBALIMHUX pilleHHAX AN8 3a6e3neyeHHs 3aXMCTy Ta epeKTUBHOro o6MiHy iHbopmMaulieo B
HeHaginHoMy cepeoBULLi. barato aboOHEHTIB He MatoTb HaIeXXHOIO YCBILOMIEHHS MPO Te,
A€ 3HaX0ANTbCS Ta AK 3aXMLLEeHa '|'x nepcoHasnbHa iHpopMaLisi, i BOHM MatoTb 06MeXeHi
MOX/IMBOCTI KOHTPOJIIO Haj, CBOIMU JaHUMUW. BUKOPUCTaHHA TEXHONOTIT 6/I0KYeliH MoXe
AOMOMOTTY P4 BUPILLINTK Lo npobnemy, 3abe3nevuyroumn NigBuLLEeHHS epeKTUBHOCTI 06MiHY
AaHUMK B MepeXi 5G, 3abe3neuyoum Npo30opicTb, HE3MIHHICTb Ta CTINKICTb 40 BNAMBY
30BHiLWHIX akTopiB. P4 JeueHTpanisoBaHa apxiTekTypa 403BONSE OTPUMYBaATN 06POBIEHI
3anNnTN KOPUCTYBaYiB Yepe3 po3rnoineHi B3/, L0 3HAYHO 3MEHLLYE byAb-sKi 3aTPUMKM.

B apxiTekTypi Takoro pilleHHA BUKOPUCTOBYETLCA KOHLEMNLA MeTa-Kntouis, P4 Ae Ui Ktoui
36epiratoTbCs B AeLeHTPani30BaHOMY CXOBULLL Yy BUFASAI MeTajaHWX, 3aXULLLEeHUX
npuBaTHUM KatoueM. CnifbHi AaHi MOXYTb 6yTY P4 36epexxeHi 4 y XMapHOMY CXOBWULL.
3acTtocyBaHHSA P4 6/10KUeHy [03BOSE P4 3aXMLLLATV MOBINIbHI MepeXi, MPOBOANTU
TpaH3akuii Ha Agy>xe AeTanbHOMY PiBHi, TOAi ik TexHonoria 5G byze BignosigaT 3a
HaBaHTaXXEeHHSA MepeXi.

PncyHok 3.6 - IHTerpauis TexHonorii 610Kk4YenH y KOHTeKCTi MObinbHUX Mepex 5G
3.2.5 BnpoBagxeHHs P4 TexHonorii blockchain y cermeHTi IHTepHeTy peyeli (IoT)

PO3BUTOK iHTEpHETY peyel WWBNAKO Habrpae 06epTiB, OUIKYETHCA NiAKIOUYEHHSA MiNbAPAIB
NPUCTPOIB Y HANBAMXUYOMY MaibyTHbOMY. 36inbLUEHHS KiIbKOCTi MpUCcTpoiB IoT cTBOpPHOE
Be/IVIKi BUKNVIKW, 30KpemMa rnoTpeby B 3aXUCTi MepcoHaibHUX JaHUX Ta 3abe3neyeHHi
6e3nekn B3aeMogii MixX HUMW. P4 Lie npn3BoAnTb A0 3HAYHWX BUTPAT Ha MIATPUMKY Ta
PO3BUTOK iHPPACTPYKTYpU. BUKOPUCTaAHHSA AeLeHTpani30BaHOro ynpas/iHHA Ha 6a3i
TexHonorii P4 6nokyenH L03BONSE 3abe3neunT MacluTaboBaHy be3neky [oT Ta 3abe3neuye
NpPO30py NepeBipKy Ta 3aXUCT Bif MOTEHLiNHNX BTPYYaHb.
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BrkopucTaHHA TexHonorii 6nokyeiiH y P4 chepi IHTepHeTy Peyei BiAKPUBAE MOXIUBICTb
CTBOPEHHS 6e3MNeYHNX iIHTErpoBaHNX MepeXxeByX BY3/iB, LLIO MPaLiotoTb CUHXPOHHO P4 i
MOXYTb 6yTV peanizoBaHi P4 Yepes P4 B6y0BaHi ceHcopu [oT 3 MOXAMBICTHO NepeBipKn
KOXHOro 610Ky B Mepexi 6/10K4YelnH.

BnokyeliH y cdepi IoT Moxe 3abe3neunTun 36epexeHHs iHbopmaLlii Big ceHcopis,
3abe3nevytoun 6e3neky LWAAXoM igeHTndikauil KoXXHOro npuctpoto IoT Ta 3axmcTy Noro Big
HeCaHKLiOHOBAHOro A0CTyny, CNPOLLEeHHs npolecy P4 HanawTyBaHHS Mepexi Ta
npoBeJeHHs oniaTtu 3a Nocayru.

MNo-nepLue, TexXHOJOris 610KYeH 3abe3neyye HaginHy 6e3neky, LWo € KPUTUYHUM B
acnexTi 4 IHTepHeTy Peuyeli, fe 6e3neka gyxe BaXxnvBa.

Mo-gpyre, 6noKYeriH-MepeXxi MOXyTb JIerko MacLTabyBaTnCS AN BMOPAAKYBAHHS BEINKNX
06cAriB AaHWX, LLO A03BOJISE LWBUAKO P4 OTPUMYBaTX Ta nepeaaBaTt iHGopmaLito, LLIO MaE
Be/IMKe 3HaYeHHs B 4 Cy4acHOMY CBITi.

Mo-TpeTe, BaX1BO P4 YiTKO P4 pO3NoAiNnTY NpaBa Ta 060B'A3KM MiXK KOpUCTyBavaMu Ta
BUPOOHMKaMn. Hanpuknag, y Bunazgky, Konu P4 npUCTpiii, BCTAaHOBAEHW MaLi€HTY, 3aBAAE
MOMY LLKOAW, NOTPIOHO BU3HAYNTU BiANOBIAA/BHICTL 3a Taki NoAji.

PncyHok 3.7 - B3aeMogia mepex iHTepHeTy pedyeli i TexHonorii blockchain

BMKOpUCTaHHA TEXHOOTIT 610KYeH y NOeAHaHHI 3 [oT BigKpMBAE LLUMPOKI MOXINBOCTI AN
HaAiNHOro Ta 6e3neyYyHoro 06MiHy AaHMM Ta KoLTaMn MK npuctposaMu. Ocb Kinbka
nepesar LibOoro nigxogay:

- 3a6e3neyYeHHs BiACTEXEHHSA aKTUBIB E y peasibHOMYy Yaci nig P4 Yac nepemilieHHs yepes
CKNAAHWIA NAHLOT;

- CNpoLLeHa nepesipka BUKOHaHHSA yrog,
- rapaHToBaHa He3MiHHICTb P4 3aMnuCiB, LLIO A03BOJIAE YHUKHYTU CMiPHUX CUTYyaLiiA;

- HagiliHe 36epexeHHs Ta 06pobka AaHUX BigNOBIAHO A0 BU3HAHMX rafly3eBUX CTaHAAPTIB Ta
BMMOT 3aKOHO/aBCTBa;

Lis kombiHauia 3abe3neuye epekTUBHNIA Ta 6e3nNeYHM 06MiH AaHVMU Ta KOLITaMU MiX
NPUCTPOSMMU, LLO € BaX/IVIBUM AN PO3BUTKY Cy4aCHUX TEXHOJOTI 3B'A3KY Ta iHTEpHeTY
peyen.
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[locnnaHHSA

Lie pxepena BuaineHux 36iriB y Balomy gokymeHTi. KoxxeH 36ir mo3HayeHO TeMHO-3e/1eHUM
4YMC/IOM, SIKe BiANOBIAAE BKa3aHOMY TYT Axepeny. [kepena BNOPAAKOBAHI 3@ CXOXICTHO —

UMM BULLMIA 6an, TUM CUJIbHILLE 36ir.

[xepeno
1 tk-its.kpi.ua 6.9%
p) tk-its.kpi.ua 4.2%
3 crust.ust.edu.ua 1.5%
4 ela.kpi.ua 0.9%
5 jarch.donnu.edu.ua 0.6%
6 nvppp.in.ua 0.5%
7 duikt.edu.ua 0.2%
8 ir.kneu.edu.ua 0.2%
9 kxtp.kpi.ua 0.2%
10 ts2.space 0.1%
11 ela.kpi.ua 0.1%
12 wayscience.com 0.1%
13 journals.nupp.edu.ua 0.1%
14 ena.lpnu.ua 0.1%
15 ela.kpi.ua 0.1%
16 ela.kpi.ua 0.1%
17 ela.kpi.ua 0.1%
18 qguora.com 0.0%
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http://tk-its.kpi.ua/sites/default/files/2020-07/%D0%94%D0%B5%D0%BD%D0%B8%D1%81%D1%8E%D0%BA_%D0%A2%D0%9C61_%D0%94%D0%B8%D0%BF%D0%BB%D0%BE%D0%BC.pdf
https://tk-its.kpi.ua/sites/default/files/2020-07/%D0%94%D0%B5%D0%BD%D0%B8%D1%81%D1%8E%D0%BA_%D0%A2%D0%9C61_%D0%94%D0%B8%D0%BF%D0%BB%D0%BE%D0%BC.pdf
https://crust.ust.edu.ua/bitstreams/2c3eccb7-c165-41a2-82c1-61372c87d416/download
https://ela.kpi.ua/server/api/core/bitstreams/74442146-5fa5-474c-ae6b-9b36d5e2f265/content
https://jarch.donnu.edu.ua/article/view/12652/12552
http://www.nvppp.in.ua/vip/2023/4/4_2023.pdf
https://duikt.edu.ua/repozitorii/sikz/2023/%D0%94%D0%B8%D0%BF%D0%BB%D0%BE%D0%BC%D0%9E%D0%B3%D0%BD%D1%94%D0%B2.pdf
http://ir.kneu.edu.ua/bitstream/handle/2010/30465/Zbirnyk_4_19.pdf?sequence=1
http://kxtp.kpi.ua/common/kmxt-2008.pdf
https://ts2.space/uk/%D1%96%D0%BD%D1%82%D0%B5%D1%80%D0%BD%D0%B5%D1%82-%D0%B2-%D1%80%D1%83%D0%BC%D1%83%D0%BD%D1%96%D1%97/
https://ela.kpi.ua/bitstream/123456789/57106/1/Demianenko_Bakalavr.pdf
http://www.wayscience.com/wp-content/uploads/2025/01/Conference-Proceedings-December-18-19-2024.pdf
https://journals.nupp.edu.ua/sunz/article/download/3449/2870/
https://ena.lpnu.ua/bitstreams/087a269d-6223-4af9-bf9f-cacda611507a/download
https://ela.kpi.ua/bitstream/123456789/58019/1/Kucherenko_bakalavr.pdf
https://ela.kpi.ua/server/api/core/bitstreams/ae3a077a-af66-43ff-84e9-f659aebbb7ca/content
https://ela.kpi.ua/bitstreams/15ef39ad-a96d-42f4-bef3-9d1d1d6cd8b5/download
https://www.quora.com/What-is-meant-by-proof-of-work-PoW-and-proof-of-stake-PoS-in-blockchain
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